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API
CBC

CBC-MAC
CRC

ECB

ECC

IT

PKC

PP

SFR

TOE

TSF

Application Programming Interface

Cipher Block Chaining (a block cipher mode of
operation)

Cipher Block Chaining Message Authentication Code
Cyclic Redundancy Check

Electronic Code Book (a block cipher mode of operation)
Elliptic Curve Cryptography

Information Technology

Public Key Cryptography

Protection Profile

Security Functional Requirement (CC context)

Target of Evaluation

Part of the TOE that realises the security functionality
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1 ST Introduction

This chapter is divided into the following sections: "ST Identification", "TOE Overview"
and "TOE Description".

1.1 ST Reference

“P73N2M0B0.2C2/2C6 (R2), Security Target Lite, Revision 3.7, NXP Semiconductors,
21 November 2023"

1.2 TOE Reference

The TOE is named "P73N2M0B0.2C2/2C6 (R2)". The TOE consists of:

* The hardware “NXP High-performance secure controller P73N2M0B0.202”

* The software “Security Software on P73N2M0B0.202” which is built upon this hardware
platform.

The NXP High-performance secure controller P73N2M0B0.202 is named
"P73N2M0B0.202" in short. The Security Software on P73N2M0B0.202 is named
"Security Software" in short.

This Security Target builds on the Hardware Security Target [31], which refers to the
“P73N2M0B0.202", provided by NXP Semiconductors. Note that due to historical reasons
the hardware platform provides a separate Security Target. In addition, the Security
Software is addressed by the content of this Security Target. The superset of both
Security Targets shall be considered to address the entire TOE. A self-sufficient version
of the Security Targets would consist of all content of the two Security Targets copied into
one document.

"P73N2MO0B0.2C2/2C6 (R2)" uses the product naming scheme "P73N2M0B0.2wn" as
introduced in [32]. With "w" being the NXP software combination identifier and "n" being
the version identifier of the NXP software combination.

The TOE is configurable to

* P73N2M0B0.2C2
* P73N2M0B0.2C6

Both are evaluated configurations of the TOE that use the same underlying IC Hardware.
They only differ in configuration data, IC Dedicated Support Software and Security
Software stored to FLASH Memory.

1.3 TOE Overview

1.3.1 Introduction

The Hardware Security Target [31] contains, in Section 1.3 “TOE Overview”, an
introduction about the P73N2M0B0.202 hardware TOE that is considered in the
evaluation. The Hardware Security Target includes the P73N2M0B0.202 hardware
platform provided with IC Dedicated Software.

The Security Software provides software that can be used by the Security IC Embedded
Software. It consists of Services Software and Crypto Library.
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Services Software

The Services Software consists of Flash Services Software and Services Framework
Software. The Flash Services Software manages technical demands of the Flash
memory and serves the Security IC Embedded Software with an interface for Flash
erase and/or programming. The Services Framework Software represents a collection
of different abstractions and utility functions that provide a runtime environment to the
individual Services.

Crypto Library

The Crypto Library consists of several binary packages that are intended to be linked
to the Security IC Embedded Software. The Security IC Embedded Software developer
links the binary packages that he needs to his Embedded Software and the whole is
subsequently implemented in arbitrary memory (Flash) of the hardware platform. The
P73N2M0B0.202 provides the computing platform and cryptographic support by means
of co-processors for the Crypto Library.

The Security Software of P73N2MO0B0.2C2/2C6 provides the security functionality
described below in addition to the functionality described in the Hardware Security Target
[31] for the hardware platform. The Security Software uses hardware functionality that is
covered by the scope of the platform evaluation like the PKC coprocessor.

The Crypto Library provides AES', DES', Triple-DES (3DES)’, RSA, RSA key
generation, RSA public key computation, ECDSA (ECC over GF(p)) signature generation
and verification, ECDSA (ECC over GF(p)) key generation, ECDH (ECC Diffie-
Hellmann) key-exchange, full point addition (ECC over GF(p)), ECDAA, standard security
level SHA-224, SHA-256, SHA-384, SHA-512, SHA-3/224, SHA-3/256, SHA-3/384,
SHA-3/512 algorithms, high security level SHA-224, SHA-256, SHA-384, SHA-512,

SHA-3/224, SHA-3/256, SHA-3/384, SHA-3/512 algorithms, and HMAC algorithms.2

In addition, the Crypto Library implements a software (pseudo) random number generator
which is initialized (seeded) by the hardware random number generator of the P73.

The Crypto Library also provides a secure copy routine, a secure memory move routine,
a secure memory compare routine, cyclic redundancy check (CRC) routines, and
includes internal security measures for residual information protection.

Note that the Crypto Library also implements KoreanSeed, Felica, OSCCA SM2, OSCCA
SM3 and OSCCA SM4. However, KoreanSeed, Felica, OSCCA SM2, OSCCA SM3 and
OSCCA SM4 are not in the scope of evaluation.

Life-Cycle

The Security Software is delivered in Phase 1 3 as a software package (a set of binary
files) to the developer of Security IC Embedded Software, to support its development
process and to ensure compatibility when using the Security Software on the product.

The life cycle of the hardware platform as part of the TOE is described in Section 1.4.4
"Security During Development and Production" of the Hardware Security Target [31]. The

1 AES, DES, and Triple-DES can be used in ECB, CBC, CTR, CBC-MAC, or CMAC mode. In addition,
AES can be used in GCM mode.

2 To fend off attackers with high attack potential an adequate security level must be used (references can
be found in national and international documents and standards).

3 For a definition of the Phases refer to Section 1.2.3 'TOE life cycle’ of the Protection Profile [5]
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Security Software uses the delivery process of the hardware platform, as the Security
Software is preloaded to the Flash memory area of the IC.

The Security Software is stored separately from the Security IC Embedded Software to
the Flash memory area under control of NXP.

Security during Development and Production

The development process of the TOE is part of the evaluation. The access to the
implementation documentation, test bench and the source code is restricted to the
development team of the TOE. The security measures installed within NXP, including
a secure delivery process, ensure the integrity and quality of the delivered Security
Software binary files.

Specific Issues of Hardware and the Common Criteria

Regarding the Application Note 2 of the Protection Profile [5] the TOE provides additional
functionality which is not covered in the Protection profile [5] and the Hardware Security
Target [31]. This additional functionality is added this Security Target (see Section 3.3).

TOE Description

The Target of Evaluation (TOE) consists of a hardware part (incl. IC Dedicated Software)
and a software part:

¢ The hardware part "P73N2M0B0.202" consists of the P73N2M0B0.202 with IC
Dedicated Software. The IC Dedicated Software of P73N2M0B0.202 comprises IC
Dedicated Support Software. The IC Dedicated Support Software is composed of
test software named Factory OS, boot software named Boot OS and memory driver
software named Flash Driver Software. The P73N2M0B0.202 provides a programming
interface (PI) for NXP, which gives access to the Flash Driver Software. For details, see
[31]. The hardware part of the TOE includes dedicated guidance documentation [33].

* The software part "Security Software" is an extension of IC Dedicated Software that
provides Services Software and Crypto Library, that can be operated on the hardware
platform as described in this Security Target.

The hardware part of the TOE is not described in this document. Details are included
in the Hardware Security Target [31] and therefore this latter document will be cited
wherever appropriate.

The TOE configuration P73N2M0B0.2C2 consists of all TOE components listed in Table
1 of the Hardware Security Target [31] plus all components listed in Table 1 and Table 3.

The TOE configuration P73N2M0B0.2C6 consists of all TOE components listed in Table
1 of the Hardware Security Target [31] plus all components listed in Table 2 and Table 3.

Table 1. Components of the TOE specific for P73N2M0B0.2C2

Type

Name Release Form of Delivery

Services Software

Flash Services Software 1.9.14 Binary Services NVM image file

Services Framework Software

encoded in Intel HEX format, stored
to the Service Flash memory area

of the die
Documents Services User Manual, APl and Operational 34] PDF document
Guidance
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Type Name Release Form of Delivery
Services Software |Flash Services Software 1.9.18 Binary Services NVM image file
Servi F K Soft encoded in Intel HEX format, stored
ervices Framework software to the Service Flash memory area
of the die
Documents Services User Manual, APl and Operational [34] PDF document
Guidance

Table 3. Components of the TOE common for P73N2M0B0.2C2 and P73N2M0B0.2C6

Type Name Release Form of Delivery
Crypto Library The Crypto Library consists of an entire set of 1.0.8 Binary Crypto Library NVM image
individual Library Components, each providing an file encoded in Intel HEX format,
individual release version given below, that can stored to the Shared Flash memory
be identified as decribed in [12] area of the die
Crypto Library Components are:
libphClRsa.a 0x0100
libphClRsaKg.a 0x0107
libphClEccGfp.a 0x0010
libphClEcdaa.a 0x0004
libphClSha.a 0x0000
libphClSecSha.a 0x0000
libphClSha3.a 0x0000
libphClSecSha3.a 0x0000
libphClRng.a 0x0100
phClRngHealthTest.a 0x0100
libphClUtils.a 0x0100
phClUtilsAsym.a 0x0100
libphClSymCfg.a 0x0100
libphClHmac.a 0x0000
libphClKoreanSeed.a”] 0x0000
libphClFelica.a”] 0x0005
1ibphCloscca.alV SM2: 0x0003
SM3: 0x0000
SM4: 0x0000
Documents User Guidance Manual [12] PDF document
User Manual: RSA [20] PDF document
User Manual: RSA Key Generation [21] PDF document
User Manual: ECC over GF(p) [22] PDF document
User Manual: ECDAA [23] PDF document
User Manual: SHA [14] PDF document
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Table 3. Components of the TOE common for P73N2M0B0.2C2 and P73N2M0B0.2C6 ...continued

Type Name Release Form of Delivery
User Manual: SecSHA [15] PDF document
User Manual: SHA3 6] PDF document
User Manual: SecSHA3 7] PDF document
User Manual: Hash 18] PDF document
User Manual: RNG [13] PDF document
User Manual: Utils [24] PDF document
User Manual: SymCfg [25] PDF document
User Manual: HMAC 19 PDF document
User Manual: KoreanSeed!" [26] PDF document
User Manual: Felical™ 271 PDF document
User Manual: SM2!"! [28] PDF document
User Manual: SM3!"! [29] PDF document
User Manual: SM4!"! [30] PDF document

[11 However, KoreanSeed, Felica, OSCCA SM2, OSCCA SM3 and OSCCA SM4 are not in the scope of evaluation.

1.4.1 Hardware description

The NXP P73N2MO0BO0.202 hardware is described in Section 1.4.3.1 “Hardware
Description” of the Hardware Security Target [31]. The IC Dedicated Software delivered
with the hardware platform is described in Section 1.4.3.2 “Software Description” of the
Hardware Security Target [31].

1.4.2 Software description

The Security Software consists of Services Software and Crypto Library.

1.4.2.1 Services Software

The Services Software comprises the Flash Services Software and Services Framework
Software.

Flash Services Software

* The Flash Services Software manages technical demands of the Flash memory and
serves the Security IC Embedded Software with an interface for Flash erase and/or
programming.

* The Flash Services Software maintains the Flash with re-freshing, tearing-safe updates
of Flash contents and wear leveling techniques to ensure integrity and consistency of
its content and optimize its endurance.

e For more details, see [34].

Services Framework Software

¢ The Services Framework Software provides the utility functionality and interface for
actual services. This comprises the control of services related functionality such as the
resource management, patch handling, service and system configurations functionality.

* For more details, see [34].

P73N2M0B0.2C2/2C6 (R2) All information provided in this document is subject to legal disclaimers.
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1.4.2.2 Crypto Library

P73N2M0B0.2C2/2C6 (R2)

The Crypto Library (or parts thereof4) comprises a set of cryptographic functions.
AES

* The AES algorithm is intended to provide encryption and decryption functionality.

¢ The Crypto Library implements AES algorithm with different security configurations.
For more details on those different configurations please refer the user guidance
documentation of the Crypto Library [12].

» The following modes of operation are supported for AES: ECB, CBC, CTR, GCM, CBC-
MAC and CMAC.

DES/TDES

e The DES and Triple-DES (TDES) algorithm are intended to provide encryption and
decryption functionality.

* The Crypto Library implements DES algorithm with different security configurations.
For more details on those different configurations please refer the user guidance
documentation of the Crypto Library [12].

* The following modes of operation are supported for DES and Triple-DES: ECB, CBC,
CTR, CBC-MAC and CMAC.

To fend off attackers with high attack potential an adequate security level must be used
(references can be found in national and international documents and standards). In
particular this means that Single-DES shall not be used.

RSA

* The RSA algorithm can be used for encryption and decryption as well as for signature
generation, signature verification, message encoding and signature encoding.
¢ The RSA key generation can be used to generate RSA key pairs.

* The RSA public key generation computation can be used to compute the public key
that belongs to a given private CRT key.

The TOE supports various key sizes for RSA up to a limit of 4096 bits. To fend off
attackers with high attack potential an adequate key length must be used (references can
be found in national and international documents and standards).

ECDSA (ECC over GF(p))

* The ECDSA (ECC over GF(p)) algorithm can be used for signature generation and
signature verification.

* The ECDSA (ECC over GF(p)) key generation algorithm can be used to generate ECC
over GF(p) key pairs for ECDSA.

* The ECDH (ECC Diffie-Hellman) key exchange algorithm can be used to establish
cryptographic keys. It can be also used as secure point multiplication.

* Provide secure point addition for Elliptic Curves over GF(p).

The TOE supports various key sizes for ECC over GF(p) up to a limit of 640 bits for
signature generation, key pair generation and key exchange. For signature verification
the TOE supports key sizes up to a limit of 640 bits. To fend off attackers with high attack

4 Crypto functions are supplied as a library rather than as a monolithic program, and hence a user of the
library may include only those functions that are actually required — it is not necessary to include all
cryptographic functions of the library in every Security IC Embedded Software. For example, it is possible
to omit the RSA or the SHA-3 components. However, some dependencies exist; details are described in
the User Guidance [12].
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potential an adequate key length must be used (references can be found in national and
international documents and standards).

ECDAA

* The ECDAA library component implements the ECDAA related functions as specified
in the TPM2.0 [9] specification. TPM 2.0 specifies two functions related to ECDAA:
EccCommitCompute and EcDaa.

¢ The EccCommitCompute consists of several point multiplications which can be
efficiently and easily performed using the ECC component.

* For the EcDaa function of TMP 2.0, the ECDAA component provides the phClEcdaa
Sign function.

To fend off attackers with high attack potential an adequate key length must be used
(references can be found in national and international documents and standards).

SHA

¢ The SHA-224, SHA-256, SHA-384, SHA-512, SHA-3/224, SHA-3/256, SHA-3/384 and
SHA-3/512 algorithms can be used for different purposes such as computing hash
values in the course of digital signature creation or key derivation.

¢ The Crypto Library implements two versions of each SHA algorithm with different
security level: standard and high. The difference between the standard and high
security level of the SHA implementations is that the high security level SHA is
protected against more side-channel attacks.

To fend off attackers with high attack potential an adequate security level must be used
(references can be found in national and international documents and standards).

HMAC

e The HMAC algorithm can be used to calculate Keyed-Hash Authentication code.
The TOE supports the calculation of HMAC authentication code with SHA-224,
SHA-256, SHA-384, SHA-512, SHA-3/224, SHA-3/256, SHA-3/384 or SHA-3/512 hash
algorithms. The HMAC algorithm can use either the high security level or standard
security level version of SHA, depending on required security level.

To fend off attackers with high attack potential an adequate security level must be used
(references can be found in national and international documents and standards).

The TOE supports various key sizes for HMAC. To fend off attackers with high attack
potential an adequate key length must be used (references can be found in national and
international documents and standards).

KoreanSeed

¢ The KoreanSeed library component implements the Korean SEED symmetric cipher.
It supports 128 bit and 256 bit keys as well as ECB, CBC, CTR, and CBC_MAC
operating modes.

Note that KoreanSeed is not in the scope of evaluation.
Felica

¢ The Felica library component implements the Felica DES and Felica AES symmetric
cipher.

Note that Felica is not in the scope of evaluation.
OSCCA SM2

P73N2M0B0.2C2/2C6 (R2) All information provided in this document is subject to legal disclaimers. © NXP B.V. 2023. All rights reserved.
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¢ The OSCCA SM2 library component can be used for signature generation and
signature verification.

Note that OSCCA SM2 is not in the scope of evaluation.
OSCCA SM3

¢ The OSCCA SMa3 library component can be used to compute hash values in the course
of digital signature creation or key derivation.

Note that OSCCA SM3 is not in the scope of evaluation.

OSCCA sM4

¢ The OSCCA SM4 library component implements the OSCCA SM4 symmetric cipher.
Note that OSCCA SM4 is not in the scope of evaluation.

Resistance of cryptographic algorithms against attacks

The cryptographic algorithms are resistant against attacks as described in JIL, JIL-
ATT-SC: Attack Methods for Smartcards and Similar Devices [50], which include Side
Channel Attacks, Perturbation attacks, Differential Fault Analysis (DFA) and timing
attacks, except for standard/high security level SHA and HMAC, which are only resistant
against Side Channel Attacks and timing attacks.

More details about conditions and restrictions for resistance against attacks are given in
the user documentation of the Crypto Library [12].

Random number generation

e Library component to access random numbers generated by a software (pseudo)
random number generator and to perform a test of the hardware (true) random number
generator at initialisation.

Further security functionality of the Crypto Library

* Internal security measures for residual information protection

* Secure Memory Copy routine

* Secure Memory Move routine

¢ Secure Memory Boolean Compare routine

CRC16 & CRC32 routines for cyclic redundancy check calculation

Note that the TOE does not restrict access to the functions provided by the hardware:
these functions are still directly accessible to the Security IC Embedded Software.

Documentation

The documentation for the NXP P73N2MO0B0.202 hardware is listed in Section 1.4.3.3
“‘Documentation” of the Hardware Security Target [31].

The documentation for the Security Software is listed in the following sub-sections.

Services Software

The use and operation of Flash Services Software is documented in [34].
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Crypto Library

The Crypto Library has associated user manuals and one user guidance documentation
(see [12]). The user manuals contain:

« the specification of the functions provided by the Crypto Library,

* details of the parameters and options required to call the Crypto Library by the Security
IC Embedded Software

and the user guidance document contains:

¢ Guidelines on the secure usage of the Crypto Library, including the requirements on
the environment (the Security IC Embedded Software calling the Crypto Library is
considered to be part of the environment).

Interface of the TOE

The interface to the NXP P73N2MO0B0.202 hardware is described in Section 1.4.5
“Interface of the TOE” of the Hardware Security Target [31]. The use of this interface is
not restricted by the use of the Security Software.

The interface to the P73N2M0B0.2C2/2C6 additionally consists of software function calls,
as detailed in the “User Manual” documents of the Security Software. The developer

of the Security IC Embedded Software will link the required functionality of the Security
Software into the Security IC Embedded Software as required for his Application.

Life Cycle and Delivery of the TOE

The life cycle of the hardware platform as part of the TOE is described in Section 1.4.4
"Security During Development and Production" of the Hardware Security Target [31]. The
Security Software uses the delivery process of the hardware platform, as the Security
Software is preloaded to the Flash memory area of the IC:

¢ The Services Software is stored separately from the Security IC Embedded Software
in the "Service Window" RAM area of the P73N2M0BO0.202 (see [32]). The content is
defined via electronic Order Entry Form under control of NXP.

¢ The Crypto Library is stored separately from the Security IC Embedded Software in the
Shared Flash memory area of the P73N2MO0BO0.202 (see [32]). The content is defined
via electronic Order Entry Form under control of NXP.

Additionally, the Security Software is delivered as part of Phase 1 ® as a software
package (a set of binary files) to the developer of Security IC Embedded Software, to
support its development process and to ensure compatibility when using the Security
Software on the product. To protect the Security Software during the delivery process, the
Security Software is encrypted and digitally signed.

An overview of the sites involved during development and manufacturing of the TOE is
given in Table 4.

Table 4. Development and Manufacturing sites

‘Site Company Address Description Life Cycle Phase acc. [5]

‘ NXP Semiconductors Beiersdorfstr.12 (formerly known as Development & Test Center |Phase 2 - IC Development

Hamburg Troplowitzstr. 20), 22529 Hamburg, Germany Trust Provisioning Phase 3 - IC Manufacturing
and Testing

P73N2M0B0.2C2/2C6 (R2)

5 For a definition of the Phases refer to Section 1.2.3 'TOE life cycle’ of the Protection Profile [5]
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Table 4. Development and Manufacturing sites...continued

Site

Company Address

Description

Life Cycle Phase acc. [5]

IT Admin

Phase 1to 4

NXP Semiconductors
Mougins

E space Park - Bat. C, 45 allee des Ormes,
06250 Mougins, France

Development Center

Phase 2 - IC Development

NXP Semiconductors
Eindhoven

HTC-46.3-west Building 46, High Tech
Campus, 5656AE Eindhoven, NL

Development Center

Phase 2 - IC Development

IT Admin

Phase 1to 4

NXP Semiconductors Caen

2 Esplanade Anton Phillips, 14000 Caen,
France

Development Center

Phase 2 - IC Development

NXP Semiconductors
Gratkorn

Mikron-Weg 1, 8101 Gratkorn, Austria

Development Center

Phase 2 - IC Development

Trust Provisioning

Phase 3 - IC Manufacturing
and Testing

NXP Semiconductors
Glasgow

Pegasus House, Scottish Enterprise
Technology Park, Bramah Ave, East Kilbride,
Glasgow G75 ORD, Scotland

Development Center

Phase 2 - IC Development

NXP Semiconductors San
Jose

411 East Plumeria Drive, San Jose, CA,
95134, USA

Development Center

Phase 2 - IC Development

NXP Semiconductors
Bangalore

Nagawara Village, Kasaba Hobli, Bangalore
560 045, India

Development Center

Phase 2 - IC Development

NXP Semiconductors Leuven

Interleuvenlaan 80, 3001 Leuven, Belgium

Development Center

Phase 2 - IC Development

GlobalLogic Wroclaw

Ul. Strzegomska 48A, 53-611 Wroclaw,
Poland

Development Center

Phase 2 - IC Development

Sl Gdansk

SlI Sp. Z o.0. Olivia Prime Building (Floor
10) - Grunwaldzka 472E, 80-309 Gdansk,
Poland

Development Center

Phase 2 - IC Development

NXP Semiconductors
Kaohsiung (ATKH)

10 Chin 5th Road, N.E.P.Z., 81170
Kaohsiung, Taiwan

Assembly & Test

Phase 3 - IC Manufacturing
and Testing

Phase 4 - IC Packaging

NXP Semiconductors
Nijmegen

Gerstweg 2, 6534 AE Nijmegen, Netherlands

Failure Analysis Lab

Phase 3 - IC Manufacturing
and Testing

Advanced Mask Technology
Center Gmbh & Co KG
(AMTC)

Rahnitzer Allee 9, 01109 Dresden, Germany

Wafer Mask Production
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1.4.6 TOE Type and TOE intended usage

1.4.7

1.4.8

P73N2M0B0.2C2/2C6 (R2)

The TOE is an IC hardware platform for various operating systems and applications with
high security requirements.

The intended use cases are described in the Hardware Security Target [31], section 1.3.2
“Usage and major security functionality”, extended by the functionality as described in
this Security Target in Section 1.3.

Regarding to Phase 7 (for a definition of the Phases refer to Section ‘1.2.3 TOE life
cycle’ of the Protection Profile [5]), the combination of the hardware and the Security

IC Embedded Software is used by the end-user. The method of use of the product in
this phase depends on the application. The TOE is intended to be used in an unsecured
environment, that is, the TOE does not rely on the Phase 7 environment to counter any
threat.

The Security Software is intended to support the development of the Security IC
Embedded Software since the Security Software include countermeasures against the
threats described in this Security Target. The used modules of the Security Software are
implemented as an extention of the Security IC Dedicated Software in the memory of the
hardware platform.

TOE User Environment

The user environment for the P73N2M0B0.2C2/2C6 is the Security IC Embedded
Software, developed by customers of NXP, to run on the NXP P73N2M0B0.202
hardware.

General IT features of the TOE

The general features of the NXP P73N2MO0BO0.202 hardware are described in Section 1.3
“TOE overview” of the Hardware Security Target [31]. These are supplemented for the
TOE by the functions listed in Section 1.3.1 of this Security Target.
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2 Conformance Claims

21

2.2

P73N2M0B0.2C2/2C6 (R2)

Conformance Claim

This Security Target and P73N2M0BO0.2C2/2C6 (R2) claim conformance to version 3.1 of
Common Criteria for Information Technology Security Evaluation, which comprises

¢ "Common Criteria for Information Technology Security Evaluation, Part 1: Introduction
and general model, Version 3.1, Revision 5, April 2017, CCMB-2017-04-001" [1]

¢ "Common Criteria for Information Technology S