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BACK TO BASICS

WINDOWS SERVER: START-UP SECURITY FOR A

MEMBER SERVER

In 18 key best practices, ANSSI - the French Cybersecurity Agency -
endeavours to help organisations achieve the secure implementation of a
Windows Server 2016 (and later versions) intended to operate as an active
directory member server.
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-> Enable physical or virtual TPMv2 and UEFI Secure Boot mode. From
Windows Server 2022 onwards, configure physical or virtual servers (Hyper-
V or hypervisors supporting it), favouring Secured-core hardware when
compatible.

-> Check physical access to the server. Simultaneously, control console
access to the server via IPMI for a physical server, or from the hypervisor
console.
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- Favor installation in server core mode, as this contains fewer
components and therefore reduces the attack surface. From Windows
Server 2019 onwards, a minimal graphical interface (browsers, explorer,
consoles and graphical administration tools) can be enabled on the server
core without a desktop nor multimedia elements. Certain roles or features
might be unavailable in server core mode. In such cases, Windows Server
must be installed in Desktop Experience mode.

- Do not disable native security features that are specifically suited to the
system. Examples include UAC (except in a few legitimate cases), and the
integrated Windows Defender firewall.

- Enable only the firewall rules necessary for production on the Windows
Defender firewall and, if applicable, remote administration via MMC
console. If RDP is still to be used, do not disable network-level
authentication (NLA).

- Do not disable IPv6. It is being used for communications with the server
itself and must therefore remain active. Alternatively, you might favor |Pv4
protocol for all communications.

- Update the server before connecting to the production IS network.
Installation files must be downloaded from Microsoft Update. This also
applies to quality updates and to drivers operating on physical servers.

- Join the server to the AD-DS domain. First, create a computer account in
the destination organisational unit (OU), ensuring that the owner of the
object is the default built-in Administrators group. Good practice dictates
using the djoin command line.

- Make sure clock synchronisation is provided by domain controllers, to
ensure proper Kerberos functioning.

- Define a strong password for local accounts belonging to the local
administrators group, ensuring they are distinct from passwords used on
other servers. It is strongly recommended to use LAPS.
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/disable-user-account-control
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc732713(v=ws.11)
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/configure-ipv6-in-windows
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/ff793312(v=ws.11)
https://learn.microsoft.com/en-us/windows-server/networking/windows-time-service/how-the-windows-time-service-works#domain-hierarchy-based-synchronization
https://learn.microsoft.com/en-us/windows-server/identity/laps/laps-overview
https://www.microsoft.com/en-us/windows-server/blog/2020/06/11/microsoft-raises-the-security-standard-for-next-major-windows-server-release/
https://www.windowsservercatalog.com/hardware?category=10a650ed-f685-464b-acf6-44c1ea3028b7&aq=a28b3d79-44bb-4113-aefc-d1b66d65a9b4%2Cmixed05a1fdb2-d2a8-4513-86af-eb98fe9aeb51&os=9b1deb4d-3b7d-4bad-9bdd-2b0d7b3dcb6d%2C85431dac-889a-4c15-aa01-733786b71606
https://www.windowsservercatalog.com/svvp/product?os=9b1deb4d-3b7d-4bad-9bdd-2b0d7b3dcb6d%2C85431dac-889a-4c15-aa01-733786b71606
https://learn.microsoft.com/en-us/windows-server/security/secured-core-server
https://learn.microsoft.com/en-us/windows-server/administration/server-core/what-is-server-core
https://learn.microsoft.com/en-us/windows-server/get-started/server-core-app-compatibility-feature-on-demand?tabs=windows-update
https://learn.microsoft.com/en-us/windows-server/administration/server-core/server-core-removed-roles
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- Avoid co-locating roles, role services, or applications which could
compromise security (e.g. IIS and AD-CS certificate authority (CA)) on the
same server. Roles might be installed on the same server within a test
environment. However, they may be subject to different security
requirements in production (e.g. secure access to a CA, availability for the
CRL and AIA extensions).
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- Store service and application data outside of the system disk, even if the
configuration wizard suggests it by default (e.g. AD-CS databases, WID and
SQL databases, etc.).

- Encrypt system and data hard drives with BitLocker to prevent theft.

- Enable VBS (Virtualisation-based Security) and the security components
which depend on it (e.g. Credential Guard). Please note that some
components are incompatible with certain roles or applications.

- Replace self-signed certificates for RDP and |IS remote administration
(when installed) with certificates issued by a trusted PKI using a recent
cryptographic provider (e.g. with AD-CS: Key Storage Provider).

- Apply the principle of least privilege to service and application accounts,
along with administration accounts.

- Harden the server environment. Use security baselines with tools from
the Security Compliance Toolkit (SCT) or, for Windows Server 2025, with
the Windows PowerShell OSConfig module.

- Configure IPSec to secure communications between critical servers.
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With these best practices in place, the member server is ready to handle
the required roles, services, and applications, with a reduced attack
surface.

Note that, depending on the features and applications installed, additional
security measures may later need to be implemented.
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https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/configure?tabs=common#configure-and-manage-servers
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/configure?tabs=intune
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/latest-windows-hardening-guidance-and-key-dates/ba-p/3807832
https://learn.microsoft.com/en-us/windows/security/operating-system-security/device-management/windows-security-configuration-framework/security-compliance-toolkit-10
https://learn.microsoft.com/en-us/windows-server/security/osconfig/osconfig-overview

