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[bookmark: _Toc210839991]Introduction
The Mutual Recognition Agreement of Cybersecurity Evaluation Certificates issued under a Fixed-time Certification Process enables the participants to develop mutual foundations to further align the input and output for the respective certification schemes. With this document, the participants agree on common mandatory requirements for Security Targets (ST).
[bookmark: _Toc210839992]Contents
The requirements given in the attached “Annex A ST Template: minimum requirements” fulfil the mandatory needs of each certification scheme participating in the MRA. The requirements of both [Note 09] of the CSPN as well as [AIS-B1] of the BSZ are covered and merged into one common document which portrays them with emphasis on the essential content for the creation of the ST. This is done without using lengthy implementation details but focusing on the basic information needed. Each certification scheme retains the possibility to provide documentation that further instructs the applicant using comprehensive guidelines and individual examples.
[bookmark: _Toc210839993]References
[Note-09]	ANSSI-CSPN-Note-09, current version
[AIS-B1]	Application Notes and Interpretation of the Scheme (AIS), current version

[bookmark: _Toc210839994]Annex A ST Template: minimum requirements







ST-Template: MINIMUM REQUIREMENTS
<TOE name> version <TOE version> 

<Developer>
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1 [bookmark: _Ref209449621][bookmark: _Toc210839995]Introduction
1.1 [bookmark: _Toc210839996]Context of this document
This document is the security target for the <ANSSI-CSPN or BSI-BSZ> certification of <Product name & version>.
This security target meets the requirements of <[CSPN-NOTE-09] or [BSZ-AIS-B1]>.
<Elaborate who worked on the ST and in which role they contributed.>
<For ANSSI-CSPN (optional): This security target leverages the protection profile [PP]>. 
1.2 [bookmark: _Toc210839997]References
	Reference
	Document

	[CSPN-NOTE-09]
	Contenu et structure de la cible de sécurité CSPN, reference ANSSI-CSPN-NOTE-09, current version

	[BSZ-AIS-B1]
	[bookmark: _Hlk208844096]Application Notes and Interpretation of the Scheme (AIS), reference AIS B1, current version

	[CSPN-AGR-P-01]
	Agrément des centres d’évaluation en vue de la certification de sécurité de premier niveau, reference ANSSI-CSPN-AGR-P-01, current version

	[BSZ-Produkte]
	Reference BSZ Programme: Product certification: Scheme Beschleunigte Sicherheitszertifizierung (BSZ), current version

	<Optional> [PP]
	<Title, reference, version, date of the protection file used to write this security target>

	<[DOCREFERENCE]>
	<Title, reference, version, date>



1.3 [bookmark: _Toc210839998]Acronyms
	Acronym
	Description

	TOE
	Target of Evaluation

	GDPR
	General Data Protection Regulation

	RFC
	Request for Comments (IETF standard)

	TLS
	Transport Layer Security

	SSH
	Secure Socket Shell

	DNS
	Domain Name System

	DHCP
	Dynamic Host Configuration Protocol

	NAT
	Network Address Translation

	OCSP
	Online Certificate Status Protocol

	USB
	Universal Serial Bus

	WPS
	Wi-Fi Protected Setup

	WPA
	WLAN Protected Access

	PSK
	Pre-Shared Key

	WAN
	Wide Area Network

	LAN
	Local Area Network

	MITM
	Man-In-The-Middle

	FW
	Firmware

	<[ACRONYM]>
	<Acronym description>



2 [bookmark: _Toc210839999]Product to evaluate
2.1 [bookmark: _Toc210840000]Product identification
2.1.1 [bookmark: _Toc210840001]Product identification
	TOE name
	<TOE name>

	[bookmark: _Hlk203930611]TOE version
	<TOE version>

	TOE type
	<TOE type (should correspond to 2.1.4 Technical domain / BSZ Scope below)>

	TOE identification
	<Description how the end user of the TOE can identify the product unambiguously>


2.1.2 [bookmark: _Toc210840002]Evaluation scope
This security target pertains to <Describe in a few words the evaluation scope, which shall be clear and unambiguous and be as large as possible and as representative as possible of the commercialized product>.
2.1.3 [bookmark: _Toc210840003]Developer(s) of the product to evaluate and its components
<List the developer(s) of the product to evaluate>
<For ANSSI-CSPN: List the developers of every third-party or open source component of the product>
<For BSI-BSZ: Third party or open source components are listed in the SBOM, which is delivered separately in the BSZ – as described in [BSZ-AIS-B1]>
2.1.4 [bookmark: _Toc210840004]Technical domain (CSPN) / BSZ Scope
<For ANSSI-CSPN: Indicate the licensing technical domain of this product, according to [CSPN-AGR-P-01]>
<For BSI-BSZ: Indicate the BSZ Scope according to [BSZ-Produkte]>
2.2 [bookmark: _Toc210840005]Product description
2.2.1 [bookmark: _Toc210840006]Detailed description and expected use of the product
<Describe the product and its functionalities in details>
<List the components of the product and system environment using the following table>
<Indicate which are included in the evaluated product or not included (because assumed trusted or considered as potential attackers)>


	System’s components
	Included in the evaluated product
	Not included
(product’s environment)

	
	
	Assumed trusted
	Potential attacker

	<Sub-system A>
	C_A.1
	<Hardware and firmware>
	
	
	

	
	C_A.2
	<Operating system>
	
	
	

	
	C_A.3
	<Applications>
	
	
	

	
	C_A.4
	<Cryptographic functions>
	
	
	

	<Sub-system B>
	…
	…
	
	
	

	…
	
	
	
	
	



2.2.2 [bookmark: _Toc210840007]Operational environment
<Describe the environment needed for the TOE to operate properly. This environment shall be representative of a real usage>
<If possible, provide a schema of the architecture showing the components of the environment and their relations>
<List the elements of the environment that are assumed trusted and those that are considered as potential attackers, using the following table>

	Environment component
	Assumed trusted
	Potential attacker

	<UID>
	<Name>
	<Description>
	<YES>
	<NO>

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



2.2.3 [bookmark: _Toc210840008]Dependencies and third-party components
<For BSI-BSZ: This information is included in the SBOM which is provided separately in the BSZ, according to [AIS-B1]>
<List the identifiers and versions of all the third-party components (e.g. open source libraries) integrated into the product>
<Please indicate whether these components are still maintained by their original developer, if new versions exist and which patches or modifications have been applied to these components>
<Use the following table:>
	Component
	Version
	New versions?
	Still maintained?
	Patched or modified?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


3 [bookmark: _Toc204271628][bookmark: _Toc210840009]Security issue
3.1 [bookmark: _Toc210840010]Assets
<List the assets that the security functions implemented in the product are meant to protect, using the following table>

	ID
	Asset description
	Protection need

	A.1
	
	<confidentiality, integrity, availability, authentication, other…>

	A.2
	
	…

	…
	
	…



3.2 [bookmark: _Toc210840011]Users
<List all the users of the product (authorized, not intentional – i.e. without an account on the product), using the following table>

	[bookmark: _Hlk208846582]ID
	Actor description
	Trust degree

	U.1
	…
	<trusted/potential attacker>

	U.2
	…
	<trusted/potential attacker>

	…
	…
	<trusted/potential attacker>



3.3 [bookmark: _Toc210840012]Environmental requirements
<List the environmental requirements (assumptions) necessary to use the product securely using the following table>
<These can be logical, physical, management, personnel, information technology related measures>

	Requirement type
	Requirement description
	Actors in charge of the Requirement

	<logical, physical, management, personnel, IT>
	
	

	
	
	



3.4 [bookmark: _Toc210840013]Threat Model
3.4.1 [bookmark: _Toc210840014]Threat actor
<List the threat actors using the following table>
	ID
	Actor description

	A.1
	…

	A.2
	…

	…
	…


3.4.2 [bookmark: _Toc210840015]Threats
<List the threats on the assets, through the attack interfaces and threat actors, using the following table>
	ID
	Description
	Attack interfaces
	Threat actor
	Impacted asset

	T.1
	…
	
	<U.XXX>
	<A.XXX>

	T.2
	…
	
	<U.XXX>
	<A.XXX>

	…
	…
	
	<U.XXX>
	<A.XXX>



4 [bookmark: _Toc210840016]Evaluated functions
<List the security functions covering the identified threats, using the following table>
	ID
	Description
	Threats coverage rational

	SF.1
	…
	

	SF.2
	…
	…

	…
	…
	…



5 [bookmark: _Toc210840017]Attack surface: summary of the interfaces towards product’s security functions
<Describe the attack surface using the following table>
	Attack surface type
	Interfaces (accessible or not accessible)
	Related function (evaluated or not evaluated)
	Actors with access to interfaces

	Physical interfaces
	
	
	

	Logical interfaces 
	
	
	





6 [bookmark: _Toc210840018]Mapping
<Provide a mapping that maps every possible combination of threats, attackers and assets to security function(s), using the following table (one threat per line)>
	Threats
	Attackers
	Assets
	Description
	Security functions

	<threat>
	<associated attackers>
	<affected assets>
	<description of the attack>
	<involved security functions>

	
	
	
	
	


7 [bookmark: _Toc210840019]Limits of Evaluation
<Provide a final list of components or features of the TOE that are not subject to this certification process> 

