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Version history

Versions Date Modifications
1 13/01/2004| Creation
2.0 07/03/2011| Document update
3.0 08/03/2016| Document reorganisation and pultziation

Pursuant to amended decree No. 2002-535 of 18th 2@02, this application note has been submitted t
the certification management committee, which gat@ourable opinion.

This application note is available at the ANSSistitutional websitevjww.ssi.gouv.fJ.
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1. Subject of the procedure

This procedure defines the process implementeddolve all anomalies of all kinds and that relat¢hie
whole certification activity (Common Criteria andr$t Level Security Certification) and the certéton
body's quality system.

2. References

e Standard ISO/IEC 17065, chapter 7.13;

e Common Criteria for Information Technology Secufiiyaluation, current version;

* ANSSI-CSPN-CER-P-01 — First level security certfion for information technology products;
* Amended decree No. 2002-535.

3. Definitions

The termanomaly is the generic term used to denappeals, complaints anddiscrepancies.

- An appeal is a request which is sent to the certificatiordyody a sponsor for this body to
reconsider a decision which has already been takeelation to the certification of an evaluated
object or the licensing of an ITSEF

For example:
0 A sponsor may issue an appeal after the certifinadiecision is issued;
0 An evaluation facility may issue an appeal if itehsing is refused.

- A complaint is the expression of discontent other than an apsued by a person or an
organisation to the certification body, in relatitmthis body's activities, to which a response is
expected.

For example:

o Identification by a third party that a product metéd with the certification marks does not
correspond to the product which was certified;
o Identification by a third party of false advertigion a product's certification status.
- A discrepancy is a non-conformity with the requirements thatlgpp the certification body (quality

system, ISO 17065 standard, CCRA and SOG-IS retiogragreement) identified during an audit
(internal or external) or raised spontaneouslydyification body personnel.

A corrective action is an action which is undertaken to eliminate¢dhese of an anomaly which is detected
or another undesirable situation.

A preventive action is an action which is undertaken to eliminatedaese of a potential anomaly or another
potential undesirable situation.

An improvement is a change advice which does not come from amahpo It may or may not lead to an
action.

A dispute is an appeal which had to be submitted to theif@ation Management Committee for a decision
to be taken (see chapter 7).

4. Anomaly processing

The Body's anomaly monitoring and actions tableJ#s created in accordance with ANSSFCC-ANO+-01
The first tab in the TAC "Anomalies" deals with thegistration and processing of the body's anomaliel
is filled in continuously by the quality managedé&r the body's manager.

! Information Technology Security Evaluation Fagilit
2 ANSSI-CC-ANO-L-01 "TAC template" list
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4.1.Registration

Theanomalies may be brought to the attention of the certifisatbody in numerous ways: fill in the online
form (ANSSI-CC-ANO-F-O%), electronic or verbal message, letter, telephzaik press article, audit, etc.
The certifier who receives the anomaly alerts théyts manager and the quality manager in writing.

All the members of the certification body may subami anomaly.
The reception or detection of an anomaly leadst tbeing registered, if relevant, in the TAC, which
specifies:

- The date when the anomaly was received by thefication body's personnel, in the "Anomaly

reception date" column;

- Its nature (complaint, appeal or discrepancy) e"tiature of the Anomaly" column;

- lts origin in the "Source of the Anomaly" column;

- lts description in the "Description of the Anomabdlumn;

To make things easier to read, if necessary, amalydfile may be created in accordance with ANSSIC
ANO-FOT and is added to the "Anomalies" sub-file; thiklio this file is indicated in the TAC.

If the anomaly comes from the ANSSI-CC-ANO-F-03nfiopublished on the website, the form is then
registered and added to the "Anomalies" sub-file;link to this document is indicated in the TAC.

Once the anomaly is registered, the certificatiodybacknowledges reception of it via paper or etett
mail.

4.2.Cause analysis

The certification body searches for the causeh@aihomaly once it is registered.

Once determined, the causes of the anomaly arsteegyl in the "Causes of the Anomaly" column in the
TAC.

4.3.Correction

Once the anomaly is registered, the certificatiodybcorrects it in due time. These immediate cdioas
are added to the "Correction of the Anomaly" columthe TAC.

4.4 Information to the issuer

The certification body transmits the conclusionsoiv a complaint is processed where possible.
The certification body advises the claimant of ¢baclusions of an appeal process.

¥ ANSSI-CC-ANO-F-03 "External anomaly file" form
* ANSSI-CC-ANO-F-01 "Internal anomaly file" form
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5. Action processing
The second tab in the TAC "Actions" deals with thgistration and processing of the body's actionksia
filled in continuously by the quality manager arrdize body's manager.
The analysis of an anomaly's causes may lead ¢oraative action as described below.

An improvement, or an observation internal or exaérto the centre (for example, an internal auadifly
lead to a preventive action, as described below.

5.1.Corrective actions
The opportunity to carry out an action to guararitest the anomalies will not reoccur is determimed
shown below:
- If the anomaly's cause analysis shows that itleged to the certification activity, then:
o0 Opening of a corrective action
- Otherwise:
0 Aresponse is provided to the person who initidkéslanomaly.

5.2.Preventive actions

An improvement may lead to the opening of a preverdction if it has an impact on the quality refece
base. Otherwise, processing is carried out insideértification body.

5.3.TAC update

The TAC is updated according to:
- The nature of the action launched (corrective eventive) in the "Nature of the Action" column;
- The number of the anomaly, if it is a correctivéi@g, in the "Number of the Anomaly" column;
- The date when the action was opened, in the "Adjmening date" column;
- Anincremental number is entered for the action;
- A priority is entered;
- The description of the action launched in the "Digsion of the Action” column; To make things

easier to read, if necessary, an action file magrbated in accordance with ANSSI-CC-ANO-FP-02
and is added to the "Actions" sub-file;

- The designation of a processing manager, if neocgssa
- The decision on a target date, if necessary;
- The action's status is entered as "open” or "igm@ss" in the "Action status" column.

5.4.TAC monitoring (STAC)
The STAC is carried out during the regular meetthgired by the quality manager who decides on the
priority and processing time for the action, inegnent with the certification body manager.

The objective of the STAC is to look at all of taromalies and actions with the certification body &
see their progress. The TAC is updated accordiagtlis sent to the certification body.

A set of minutes may also be issued following eaththese meetings and then be circulated to the
certification body and added to the "STAC" sub-file

5.5.Results

When the action is implemented, the results aree@dd the "Action result" column in the TAC. For
example, "the procedure was updated”. The actspatss then changes to "closed".

®> ANSSI-CC-ANO-F-02 "Corrective-preventive actiotefiform
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6. Verification of the actions' effectiveness

The quality manager is responsible for verifying #ifectiveness of the actions which were carrigd o

To do so, once they have performed the verificatioey enter the following in the TAC:
- The verification method used, for example, the jmallon of the updated procedure on the website;
- The verification date;
- The verification status changed to "closed".

7. Dispute

If the claimant is not satisfied with the conclusoof the appeal process communicated by the bsdy a
indicated in chapter 4.4 and if they request i¢ #ppeal then becomes a 'dispute” under the tefriie o
reference decree (Article 15).

The certification body then calls on the Certifioat Management Committee which examines the dispute
for conciliation purposes. This mission may be dated by the committee to one of its members; drégs
must then be interviewed.

ANSSI-CC-ANO-P-01/3.0.EN 717



