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1. SST Reference
The purpose of this document is to desdtie Security Target for the Assembly and Testin8ecure
Wafers and ICs. There is ddNE (1) site located in Singapore for the asserahly testing of Secure
Wafers and ICs.

1.1 SST Overview

Title: Public Site&irity Target

Version Number: 0

Date: 18 Septen@ts

Site: United Teastd Assembly Center Pte Ltd

Site Location: 5 Serangoon Roaérue 5 Singapore 554916

Product Type: Security Wafersg IC

EAL-Level: EAL &

Evaluation Body: SERMA TechnologiesSHF

Certification Body: Agence National deSacurite des Systemes d’Information (ANSSI)

** Note that Only Classes AST and ALC are applieator Site Certification Objectives in this
Security Target.

1.2. References

References

1 Common Criteria for Information Technology Se«rity Evaluation Part 1: Introduction
and general model September 2012 Version 3.1 RevsiCCMB-2012-09-001

2 Common Criteria For information Technology Se«writy Evaluation Part 3: Sewrity
Assurance Components September 2012 Version 3sicev CCMB-2012-09-003

3 Common Criteria Suppoiting Documents Guidance Smartcard Evaluation February 2010
Version 2.0 CCDB-2010-03-001

4 Common Criteria Suppoiting Document Guidance Site Certification Oclober 20C7
Version 1.0 Revision 1 CCDB-2007-11-001

5 Joint Interpretaton Library Minimum Site Security Requirements Version 1.1 (For trial
Use) July 2013

6 Bundesamt Fur Sicherheit in der Informationstechnik Guidance for Site Certification
Version 1.0

7 Seuwrity | C Platform Protection Profile Version 1.0 (15.06.2007) Ref: BSI-PF-0035

8 Security IC Platform Protection Profile with Augniation packages Version 1.0 Ref |-
PE-008¢
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2. SST Introduction
2.1. Site Identification
The SST is referring to United Test and Assemblyt€ePte Ltd (USG1), which provides assembly
and test services for customers and located dollosving address:

5 Serangoon North Ave 5
Singapore 554916

The site is a 5 storey building, of which the fifietir levels are solely used for the assembly
manufacturing and testing of secured and nonredd@s. The 8 floor houses the administration
offices. The whole facility consists of the protlan, engineering, research and development,
warehousing, business administration and manageaatuities.

Description of thesactivities:
Incoming tddal (Security IC wafers & other raw materials)
Secure ©ustrs will send to UTAC (USG1) their secure wafersprobing, assembly
and finesting. Customers will also provide their buildtiuctions and test programs
to the siteorder to start the wafer probing, assembly tasting production.

Storage addrehousing of Secure IC Wafers

Upon phyiceceipt of the Secure IC wafers (in boxes)edéRiing Area, the site will
key in ttleoming material information into the system (SLRStream Line
Receivingsgem). After transaction in SLRS, the boxes amgagked unpacked and
placed desia Secure cabinet. A packing list is attacheshtd lot. The production
materiahléer will do a physical lot verification againketSLRS packing list. If
okay, tleeeiving personnel will acknowledge the shipmerthsnUMS (UTAC
Managem8gstem) and issue the GRN (Goods Received Noiite) production
materiahdéers (2 personnel) will then move the receivedddhe wafer bank/die
bank arsing a caged trolley with a combination lock.

Wafer Bank

Upon phyiceceipt of lot at wafer bank, the wafer bankspanel will transact the lot
into the @MAfter which, it is unpacked and transferred ECQUP and lot is sent for
Wafer Incogn Quality Inspection. The Process Traveler isegated and attached to
the lot@rio sending lot to Wafer Sort.

Wafer Sort

Once secure lot is received fronfélBank, the wafer sort operator will scan the
barcoddhe process traveler (PT). The barcode contamftiD which links to the UMS for
systemakef the lot information. System will downloackthorrect test program if UMS
informationatched with the PTRD information and wafer pooduction can now start. The
secureidevtest program resides in the production progsander in the isolated network. The
BB Serventaining the serialization of the device is coltd by the customer. UTAC
(USGL1) ppkovides the isolated network infrastructure phgsical security for production.

Assembly
Before any massdpiction is conducted in assembly, the site vélldalready optimized
the prodantprocess during the NPI (New Product Introdugtistage where the site will
review thigstomer spec requirements, run qualification aeeppoduction lots. Data on
the rune aent to customer for their review and final apptdor full production. For
every massduction launch, each job is assigned a uniqoéuation lot ID which will
be traceahfi the start to finish through the UMS. The sit& practices Zero Balancing
where edahin the wafer or each packaged unit is tracelameounted for through-out
the proge#\n assembly process traveler document is athttheach production lot.
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Once production is launched, the wafers will underge following manufacturing processes
in assembly:

Wafer Taping his is the process where the active sidedsepted with a backgrind tape
to protetctvhile the wafer undergoes back-grinding during lext process. Lot In/Out is
transactedhe UMS.

Wafer Backuli The taped wafers are then back-grinded toléiseed thickness as required by
the custonmethe Assembly Build Instruction. Back-grind pess recipe is auto-download by
scanning led barcode in the process traveler. Lot In/Outaissacted in the UMS. Once
completed bgcinding process the tape is then removed fraenitafer.

Wafer MounThe back-grinded wafers are then mounted on arwarlfg to prepare it for the
laser grodvevafer dicing processes. Lot In/Out is transadtethe UMS.

Laser GrodWWafer saw: For low K wafers ( < 65 nano), lagegove is required prior to wafer
saw. Wafamwsprocess will complete the isolation of the di#fa ICs in a wafer. Both laser
groove andevasaw recipe are auto-downloaded through UTACGWERMS (Recipe
Managemenst®yn). Lot In/Out are transacted in the UMS.

Once the wafers are completely sawn, the lot gwesigh UV cure, Post saw inspection and
Tape and Reel (for wLCSP devices) or through FlipGittach (for Flipchip devices).
Lot In/oukaransacted in the UMS for each process stage.

Tape and Reel: For wLCSP devices, Wafer map aiagtof the wafers are downloaded through
the CIM Wafer Map Client System and the electricgtbod dies are picked and place into reels.
Lot In/Out is transacted in the UMS. Once complé&tede & Reel, the secure lot in reels is sent to
EOL-Packing area in caged trolleys with combinataok and under “4 eyes” supervision.

Wafer skeletons are accounted for, packed andigesaaled and sent to the Reject Control
Center.

FlipChip Attach: For FlipChip devices, Wafer mapgtams of the wafers are downloaded
through the CIM Wafer Map Client System and theteieally good dies are picked and place
into PCB substrates and sent for reflow and fl@anl Lot In/Out are transacted in the UMS.
Wafer skeletons are accounted for, packed andisesaaled and sent to the Reject Control
Center.

Mold/PM Cure: After flux clean, the flipchip attaed substrates are baked in preparation for the
molding process. During molding, the flipchip dégs encapsulated with thermo-setting molding
compound anded. Lot In/Out are transacted in the UMS.

Ballmount: After Post mold Cure, the molded sultss are sent for ball mounting where a solder
ball alloy is attached on the ball pads of the sabes and reflowed. Lot In/Out are transacted in
the UMS.

Saw Singulation: Ball-mounted substrates are machby sawn to isolated into individual units.
Lot In/Out are transacted in the UMS.

Auto VM: After singulation, the lot is sent for @% auto visual-mechanical inspection. Visual
defect/reject units are separated from the goo.umt In/Out are transacted in the UMS.
The rejected units are placed inside a plasticapalysecurity sealed before sent to the Reject
Control Center. (Note: Rejects are placed inaidaged trolley with combination lock when
transporting to the Reject Control Center).
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Final Test & Pre-personalization: In order to dhi#¢he connectivity of the secure modules
are good or not, the modules/units undéegting process via contact pin probing. The test
programs for the secure devices are setitdbgustomer to UTAC (USG1) isolated server. The
key set for unit serialization are trans#drby customer to their Black box server. During
testing process, the test operator scanbatcode in the Process Traveler which links o th
PTRD (Program Test Recipe Database). Tsiesywill then provide what test program
revision to use. This information is autadicelly sent to the tester which does an auto-
matching and retrieves the correct tesgam from the isolated server. Once test program is
loaded into the tester, the system comnategcwith the BB box server to retrieve the keys fo
unit serialization.

In the event that UTAC (USG1) Product Elegirs find abnormalities in the test program during
program check-out, they will abort the dtreat and feedback the abnormalities (with data) to
the customer. The customer will then revgsd modify the program and send a new test
program revision to UTAC (USG1).

The BB Sergentaining the serialization of the device is colted by the customer. UTAC
(USG1) onlppides the isolated network infrastructure angsjtal security for production.

Outgoing Vagunspection: Before the final packaging of thsted lots, the lots undergo
visual inspen according to the visual criteria defined bg tustomer.

Packagingep@nding on the customer’s packing requiremengsfilal packaging of the
secure degiaee packed in reel format or in trays. Thesdhame packed into boxes with proper
box identdt@n labels as required by the customer.

Destructidisecured reject materials:

The good and bad dies in the wafers ldteaaked using the Zero Balancing procedure fthm
start to esfdhe production of the secure lot and are alsonded electronically in the UMS.
For customers who require their scrap digd wafers to be shipped back to their facitlitgy will

arrange therajpriate transportation for the shipping of theapanaterials to their site.
UTAC (USG1)lvgitore the scrap materials in proper containetls the relevant procedure
before thesgrmaterials are collected and transported to mests site.

Shipment testomers

Shipments emesidered “internal shipment” as the packaged maddeare routed back to UTAC
(USG1) direcistomer. Customer provide their own forwarderetwiy TAC (USG1) security
performs trexassary security checks before they are allow&aldnllect the materials. The site
will informercustomer upon completion of the production oaser the completed modules are
ready for eaition.

2.2 Site Description ;
2.2.1 Physical scope

The physical scop¢he evaluation process of the site consists oEL& (Receiving, shipping, Packing,
Assembly-post mdcurity Command Center and Reject Control Ceritenel 2 (Production Control
Center, Final TetByel 3 (Assembly-cleanroom, FA Lab, IT room), k&4 (Diebank/wafer bank,
Wafer probe, RelldpiLab).
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The entire perimeter of the building premises is@inded with a fence. The main entrance of
the building is secured with a car barrier for wéhi CCTV cameras are installed on strategic
locations along the perimeter and are house &@élarity Command Center for surveillance
monitoring. Access controls, restricted access@@dV surveillance cameras are also located
at various locations within UTAC (USG1) facilityGTV footages in the identified secure areas
within UTAC (USG1) facility are housed in the Setu€Command Center for surveillance.
Security guards are stationed at Employee entrdnaeling Bay, Receiving and Shipping areas.
Roving security checks are also conducted withirking hours.

In genetak relevant physical sections that are target@ftvaluation process are the areas that are
directly mived in the services and/or processes of thausite for security products as well as areas
that suppthktse either from operational point of view (cgafiation control, operation control, location
of IT-systewarehouse, etc) or from organizational pointiefw(site security organization and control,
maintenanésystems and tool, FA and Rel services, cust@@aesices etc).

2.2.2. Logical scope

The logical boundary covers the following items:

* Receiving and storage of security wafers,

»  Production/ manufacturing of the security IC module

» Pre-personalization of the security modules whitdtudes the testing and operating
system loading of completed modules,

» Logistics — Incoming wafers, outgoing wafers, outgdinish goods, storage and
warehousing,

* Handling of scrap materials from production prodesdestruction.

3.0 Conformance Claims (AST_CCL)
3.1 Version on Common Criteria

3.1.1 The SST evaluation is base@ommon Criteria version 3.1, release 4.

3.1.2 Common Criteria for Informatidachnology Security Evaluation, Part 1: Introdoistand
General Model version 3gjision 4, September 2012

3.1.3 Common Criteria for Informatidachnology Security Evaluation, Part 3: Securgyuaance
Components, September 2@&t8ion 3.1 Rev 4 (CCMB-2012-09-003)
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3.2 The methodology used for the evaluation:
3.2.1 Common Methodology for IT Securityakiation, Evaluation Methodology, Sep 2012 verdidn
rev 4 (CCMB-2012-09-004)
3.3 Evaluated Assurance Components are from theawxe level EALG:

3.3.1 ALC_CMC.5 Production support, accepéa procedures and automation
3.3.2 ALC_CMS.5 Development tools CM Cogera

3.3.3 ALC_DEL.1 Delivery Procedures

3.3.4 ALC DvVS.2 Sufficiency of Security Meaies (augmented)

3.35 ALC LCD.1 Developer defined life-ayehodel

3.3.6 ALC_TAT.3 Compliance with implemeintatstandards, all parts

Assurance components evaluated are based ommrsslevel EALG.

4.0 Security Problem Definition (AST_SPD.1)

The security problems are derived from the patétitreats based on the assets owned by the dit¢hen
Organizational Security Policies (OSP) are alsinddfin this section. The security problem defamiti
comprises of mainly: Theft - Theft of informatidPhysical theft of assets AND lapses in Phy&iogical
Security — in production process, handling of peespnalization data. These threats are descritreetgly
in the SST to cover the aspect of potential attadksh the site has detail procedures, accessxnlayiout
blueprints that governs the security of the site.

The configuration management covers the integrity@nfidentiality of the TOE and the security
management of the site.

4.1 Security Assets

This section describes the assets handled ati#heTdie site has internal documentation and tatag
relevant to maintain the confidentiality and intggof the intended TOE. This comprises site siégur
policies and measures which aims to protect thetsi$or the maintenance of appropriate controls.

Assets refer to the security elements which areived / consigned by the customers and owned bsiténe
as follows (but not limited to):

* Customer’s secure IC and Wafers

e Customer’s finished products

e Customer’s Test specs, Test programs and pre-dization data

»  Secure wafer / dies rejects

»  Customer owned hardware for secure products

»  Security seal

* IT network lay-out

» Physical security lay-out

* RCC Compactor Key

The integrity of any machinery or tooling usedgooduction are not considered as part of the itiefinof
asset. However, thelsite maintained procedures, measures and interoahgbntation to ensure the
importance of this coruit

4.2 Threats

All threats endanger thegnity and confidentiality of the intended TOElahe representation of parts of
the TOE. During the rece@/of incoming materials (Secure wafer, ICs), patihn and

test, the intended TOE #iiedrepresentation of parts of the intended TOBareerable to such attacks.
These threats are desciijsearally and are applicable to the site. Théamgtion below the threats will
help to address the Segc@fiijectives according to the site specific aspects
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T.Smart-Theft:

In a situation where the attacker plans to acdesauthorized area or restricted boundaries for
the purpose of stealing seciterds from the site. This attacker could use toolequipment
to break into the physicalibdary of the company or building. Potential pbgbtheft could
also happen during incomingasf material, during in process of manufacturingduection till
shipment of the finish goodsn€erned assets include Customer’s Secured IC afetsy
Customer’s Testing Specifimas, test programs and pre-personalization data,
Secure IC wafers /dies orddsinits which are rejected in the manufacturiragpss or

intended for scrap, specihsiport protection like security seals that supph@rtsecurity of the
internal shipment to the custom

This attack already includes a var@dtiargets and aspects with respect to the vaaessts
listed in the section above. It skealVer the range of individuals that try to getdise rejected
devices that can be used to furthezstigate the functionality of the device and sedoc

further exploits. The time spent byadtacker to prepare the attack and the flexibditguch an
attack will provide big risk.

Potential attackers could be eithestinxg employee of the company or external attackers
whom are not existing employees.ilt @ause the company financial loss and loss of
reputation as the goods are entrustéiae site by the client.

T.Rugged-Theft:

In a situation where the attackamiperienced, plans to attack by accessing the psifote
area or riestd boundaries for sensitive configuration itegacker could be paid for such
stagliactivities. Concerned assets include Custonsatare IC / wafers, finished products,
TesfiSpecifications, test programs and pre-persat#diz data, special transport protection
diksecurity seal that support the security of tierival shipment to the client.

The risk for this attack could vary degieg on the subject and the recognized value of the
assets. These attackers could be prepatake high risks for payment. They are consider
to be sufficiently resourced to oveneothe security measures. The target of the attawckl
be devices that can be re-sold or miduis an application context. This can be devices
installed at testing or personalizatarea for cloning or introduction of forged dedcThese
attackers are considered to have itjieelt attack potential.

These attackers could not completely be blocketthéyhysical, technical and procedural
security measures. The site has special restiictation and access to highly secured area
where such information are the most sensitive. &lgand Secured Keys are also used to

transmit confidential or sensitive files with extal parties to provide additional protection
against such attacks.

T.Computer-Net:

Data theduld happen when the attacker tried to accessetveork without authorization.
dattacker could try to download or intercept cdafitial documents of the company/
cite’ data (such as pre- personalization data) fmipulation. In such cases, data theft
through access of the company netwodata servers could lead to loss of reputatiathef
companyad| as the leak of confidentiality of customekeaowhow and intellectual
peaty. This could eventually lead to a financiadpcompensation or legal case for the

compangnCerned assets include Customer’'s Testing Spatidns, test programs and
pre- perabization data.
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These attackers are considered to havedttgck potential because they might have vast
technical knowledge to perform such &tabereby the in house system or software may not
have sufficient capabilities to withstanls attacks.

Risk of Logical theft is reduced by the ienpentation of the security firewall to the extdrna
network. Limitations are set on websitesh applications and computer applications whieh ar
not essential for company use. Computersusieo have individual accounts which require
password authentication.

The site also houses dedicated servers and pneseiduplace handling Pre-personalization data lvhic
will enhartbe security of the data received from the clieht® production network is also separated
from thodfice network which the production network hasaweess to the internal network and has no
access toringt to reduce the risk of any external attackmftackers.

Sensitive and confidential information eanbes like the pre-personalization data that client
send to the site for testing and OS logdire also encrypted when send to the site for
decryption. Access of the encryption aadrgption key are limited to only users who require
access to clients’ exchanges.

T.Unauthorized Staff:

Unauthorizedrg into prohibited area such as store, warehqueeluction area and
personalization is restricted. Concerned asselisde Clients Secured IC and wafers, Client’s
Secured modules, Clients Testing Specificatitesd programs and pre-personalization data,
special transport protection like security se¢hht support the security of the internal shiprten
the client. The site is segregated into diffitfevels of restricted access and the accesdys on
permitted to authorized personnel.

Only authorized personnel are allowed intodtferent sections of the company and are
controlled by the card access matrix whicleisgewed and approved by Management.

Subcontractors/ vendors, visitors or non-empéogf the site will be subjected to record their
particulars and escorted by an employee duhiegluration of their stay in the site and have
restricted access to the site. The site hasiiatsrnal procedure guiding the access of
unauthorized employees entering the site.

T.Staff- Collusion:

Threats frorte¥nal attacker might have collaborated with éxgsemployee to extract data, confidential
infortiman or material from the site. Collaboration o€lunature could have been motivated by personal
interest oraion. Concerned assets include Customer’'s Sed@ratd wafers, finished products,
Testing Spasifions, test programs and pre-personalizatioa, dztcure IC wafers or tested products
which aegected in the manufacturing process or interidedcrap..

While the site conducts yearly securityntireg and security talks for the employees, theyeha
also sign the confidentiality agreemenimmitheir term of employment with the site.
Procedures such as key ceremony when manclients’ pre-personalization data, limited asces
and document controlled access on pragludiata and clients’ sensitive data are also alksl

at site. Handling of material or prodatsite using the 4 eyes principal is also impleteeio
reduce the tendency of such attacks.
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T.Accidental Change:

Employee, trainee, freight forwarder codéle also make mistakes in executing their tasétgtzarefore
resultiimgthe wrong mix of the different shipment at cotien, mixing the wrong lot dbatchof raw

materials of prothiin production or even loading wrong personéliredata by mistake. Concerned assets
include Customé&ecured IC and wafers, Secured modules, TeSygifications, test programs
and pre-pewdaation data.

Site has measures in place to prevent accidelmaiges in high risk area prone to accidental
change such as incoming shipment identificatamgoing shipment collection, in production
process during issuing of materials and alsditapof personalization data.

T..Attack- Transport:

Potential attacker might be planning to get prosloctconfidential data during shipment of the
product. Their adm the attack is to get sensitive information foauthorized activities, such as
replicating ng sitive product devices or data, reselling of sagutevices or getting sensitive
information. QGmmned assets include Customer’s Secured IC arersydihished products, Secure
ICs / wafers modules which are rejected in the manufacturing@se or intended for scrap, specific

assets like security seals, special transpotéeption or similar items that support the secusity
the internal shipment to the client. These djmeassets are handled the same way as other assets
to prevent misuse, disclosure or lost.

Incoming and outgoing shipment of raw material finished goods/ products to clients are
controlled via a restricted channel whereby ast®dedicated to only logistics personnel and all
transactions of materials are performed betwkerireight forwarders and logistics personnel are
also recorded. Procedure and controls for Frétghtvarders (for incoming and outgoing shipments)
are also in place. Collection for the finisheads is also identified with unique numbers whereby
it's only made known to the freight forwarder wéae collecting the goods.

Internal transportation of TOE is also monitovedier the production process security element.

4.3 Organizational Security Pielic(OSPSs)

The following policies are introduced by the reguients of the assurance components of ALC for the
assurance of EAL6 (ALC_DVS.2 augmented). The sitaisty policies support the understanding of the
production flow and the security measures of the $ihe policies provide an appropriate mappinipéo
Security Assurance Requirements (SAR).

The documentation of the site under evaluatiomien configuration management. This comprises all
procedures regarding the evaluated production #od/the security measures that are in the scope of
the evaluation. Guidelines outlining the Securityigy of the Site are mapped as follows:

P.Config-ltems:

The configuration management sysiball be able to uniquely identify configuration
items. This includes the unique idicdtion of the items that are created, generated,

developed or used at the site.

All products and item codes are guided by thesitehfiguration system which uses unique item
code for different client, Bill of material (BOMhd products. The site also uses a Work in Progress
(WIP) and Zero balancing system for production ich traceability. Procedure of the customer’s
creation and new product introduction (NPI) are@ atsplace to ensure that the information of the
clients, material configuration and process speaiifbns of the product are defined.
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The documentation (Physical copy) of this customassembly build diagram and specifications
are controlled documents released only for productLimited access to these documentations
(electronic copy) is also stored in the serverjlalbe only to authorized engineering personnel.
Procedures on the creation of the Bill of Mategiaiding the unique item code for all raw materials
(including security products) and clients codese €htire production system is also guided by the
UMS and SAP system which control information of #émire process from incoming to production
and shipment. The naming and the identificatiothee configured items are specified during the
entire production process.

P.Config Control:

The procedures govegrsetting up the production process for new produodtthe procedure that
allows changes of the initial setup for a new patdinall only be perform by authorized personnel.
Automated systems shall support the configuratiamagement and ensure access control or
interactive acceptance measures for set-up andyebafhe procedure for the initial set-up of a test
and/or process flow ensures that sufficient infdromais provided to the client.

The test and/or process flow set-up may includddhewing information (a) identification of the
product, (b) identification of the site, (c) cld&sation of the items (which are security relevald)
reject and scrap management, (e) information gfrebnt address.

All these setup are also managed via the UM S anB §Atem and governed by procedure on
item master part creation. Configured items willtieel to the customer’s approval documents
before releasing it for mass production. Programeavill be defined based on the clients name
and configuration name. There are internal procesland work instructions to ensure the
traceability of clients’ inventory and is furtheserned by the UMS and SAP system.

P.Config-Process:

Services and processes provided by the site ateotled in the configuration management

plan. This comprisesisagsed for assembly and testing of the produettlile process control

plan will govern halae process is run and what are the tools andrddgequipment used in the
production of the module. This clearly explaingl@tail the manufacturing processes, quality and
testing of the modules at the site.

The documentation with the process descriptiontaadecurity measures of the site are under version
control. Measures are in place to ensure thatihkiated status complies.

P.Reception Control:

Procedures on reiogjwf products, outgoing shipments to clients emernal material
flow are followsn ensure that security is not compromise. Inspagcif incoming
materials iscatfone on site to ensure that the received cordtgur items comply with the
properties stabgdhe client.

Traceability of the materials and products are itnoad via UMS and SAP system. Information of
freight forwarders are also recorded to ensuethility and accountability. All incoming shipment
have a dedicated incoming reception channel ®trénsfers of goods (including security matetial)
ensure security.

P.Accept-Product:

The testing and quadibntrol of the site ensures that the releasedymts comply with the
specification agreed with the clients. The quatitytrol plan depicts the process, control and
measures in place for the acceptance process obtifiguration items. Therefore, the properties of
the product are ensured when shipped.
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P.Zero-Balance:

Site ensures thasalisitive items (on the intended TOE from clieatg)separated and traced
by devices basis. Procedure on Zero balancingagtiped to ensure that all scrap materials are
accounted for at each different manufacturing psec8ecurity products are traced and
recorded to ensure traceability. At the end ofgtteduction process where functional or
defective assets are consolidated, they are et@istiroyed or send back to the clients
(dependent on the production setup).

The policy on Zero balancing covers the handlingrofiucts at each production flow of the
site. All finished products are returned to therwts that has provided the site with the
products. This is considered as internal shipmautimg back to the clients.

P.Prod-Transport:

Procedures and measare ensured for the correct labeling of the peadu

Products kxeelled according to the specification deternfipehe clients and are verified
befat@pment to the clients. Products are packed pamifigation indicated by the
customeZsntrols are in place when the forwarder indicdtgdhe client before the handover
okthecurity products. Traceability of the outgoingtenials and security products are
monitord&aformation of freight forwarders are also recordee@nsure traceability and
accountigyi All outgoing and internal shipments have alidated outgoing shipment
channel foe transfers of goods (including configuration prad) to ensure security

P.Data-Transfer:

Confidential/ sensitiglata transfers in electronic form must be seat in
signedcieypted and secured manner. All sensitive confitjoinar information (include
pratispecifications, test programs, test programifipations etc) is also encrypted to ensure
security before sending out to clight®ugh email.

P.Secure Scrap:

Storage of the funntibor defective Scrap materials are securely raaiat with authorized
access. Secured scrap products must be destroyg@lsewith registered vendors or are
returned to the clients (according to the produrctietup).

4.4 Assumptions:

Each site operating in a picttbn flow must rely on preconditions providedthg previous site.

Each site has to mthe information received by the previous sitet.

This is reflected in the assumptions definddWwdor the interface between the client and the. si

A.ltem-ldentification:

Each Configuration item received by the site israppately labeled to ensure the
identification of the configuratictem.
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A.Product-Spec:

The product developer (customer) rpugvide appropriate specifications and guidancetfer
assembly and testing of the prodTicis comprises bond plans for an appropriate dslsgpnocess
as well as test requirements astgarameters for the development of the functitests or a
finished test program appropriatetfar final testing. The provided information inchscthe
classification of the delivered itamd data.

A.Internal shipment:

The recipient (Client) of the product is identifiey the address of the client site. The addresiseof
client is part of the product setup. The clientiged the requirements for packing of the security
products in case the standard procedure of UTAGIUSs not applicable.

A.Testdata-Support:

The client must provide test programs via secureotion to the site in correct data format. The
client is responsible for the secure transfer ¢é dlato the UTAC (USG1) security network for the

secure behavior of the provided programs and isdture configuration of the equipment that is
under client’s control.

The assumptions are outside the sphere of influehtdd AC (USG1). They are needed to
provide the basis for an appropriate productioreess, to assign the product and destruction of all
configuration items related to the intended TOE.

50 Security Objectives (AST_OBJ)

The security objectives are related to physicathmécal and organizational security measures, the
configuration management as well as the interniginsbnt and s shall conform to the EAL 6 (augmented
with ALC_DVS.2). These measures defined the physidata, organizational security measures, and
logistical security of the site.

O. Physical-Access: Different Security access stigpibe different level of access control levetidferent
authorized staff entering the facility. The areamoéess of the authorized staff is subjected td#ses of
each individual’s job scope and enforcing the “neekinow” principle. The access control suppores th
limitation for the access to sensitive area inatgdhe identification and rejection of unauthorizexry.
The site enforces up to three levels (level 0 vell@) of access control depending on the areaa#ss. The
access control measures and mapping ensures tatuthorized staff and accompanied visitors caress
restricted areas. Any visitors who are accompamiast also be authorized to visit the restrictec énea
formal security application, approved by authoripedsonnel. All Security products are handled in
restrictedareas only.

0. Security-Control: The site has defined the respmlities of each different personnel responsibtethe
security of the site. Measures, response and derrothe operation of the system for access cbat
surveillance are also defined. Technical securdigment such as video control, CCTV, sensorsaisib
support the enforcement of the access control staff is responsible for registering the visitayst
authorized approval for entry to each area andldrensure to escort the visitors.

0. Alarm Response: The technical and organizatise@lrity measures ensure that an alarm is gederate
before an unauthorized person gets access to asifige configuration item (asset). After the alasm
triggered, the unauthorized person still has tac@v@e further security measures. The reaction tfitbe
employee or security personnel is short enoughéawemt a successful attack.

O. Internal- Monitor: The site performs securitymagement meeting once every year. The security
management meetings are used to review securigeinces, to verify that the maintenance measuees ar
applied and to reconsider the assessment of neksecurity measures. An internal audit is alsalooted
yearly to control the application and seek furtingsrovement of the security measures defined.
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O. Maintain- Security: Technical security measwuesmaintained regularly to ensure correct andrateu
operations. Access control system to ensure thgtaathorized employee have access to sensitiease
well as computer/ network system to ensure theeptiain of the networks and computer systems based o
the appropriate configuration.

O. Logical-Access: The site enforces a logical sz between the internal network and the intelboyea
firewall. The firewall ensures that only defineddees and defined connections are accepted. Tamal
network is also separated into the production ndtwaad the administration network. Additional sifieci
networks for production and configuration are pbghy separated from any internal network to erndorc
access control. Access to the production netwodkiatiernal network is also restricted to authorized
employees that are working in the related areaatrdre involved in the configuration tasks or the
production system. Every authorized user of anylSiesm has its own user account and password managed
by the authorized IT administrator. An authenticatiser account and password is enforced by all
computer systems.

O. Logical- Operations: The network segments andpader systems are kept up to date software updates
security patches, virus protection, and spywaréggtimn). The backup of sensitive data and security
relevant logs is applied accordingly to the clasatfon of the stored data.

O. Config- Items: The site has a configuration nggmaent system that assigns a unique internal
identification to each product to uniquely identifynfiguration items and is assigned to each differ
client.

0. Config-Control: The site has a procedure forsbeip of the production process for each new prtedu
From the release of a new configuration of the pobtb the production of the product. The site dias
integrated a process of change management wherebggs to introduce changes to the product or
processes is enforced. Only authorized personnehceess the changes in the system. The configarati
management system which is automated supportsitire production control.

0. Config- Process: The site controls its servares processes using a configuration management plan
The configuration management is controlled by tamid procedures for the development of test program
and the assembly of the products, for the manageohi@ptimizing the documentation and process flow
managed by the site.

O. Acceptance-Test: The site delivers configuraitems that fulfill the specified properties. Sgeition
checks, Machine Parameters, Functional and visurgtal checks and tests are performed to ensutéttba
products are compliant to the specifications defiffeests logs are stored and maintained in thédaéato
support the tracing and identification in casermf aystematic failures.

0. Staff engagement: All employees have to sigaradisclosure agreement upon their employment with
the site. Authorized staffs who are engaged to mimaasfer and have contact with the security
configuration items have to be trained and qualibased on the security procedures, on handlitigeof
products. Briefing session with employees on bsswurity procedures of the company is done foryever
new employee joining the site and yearly sessiomsiso conducted to facilitate and enforce the
importance of security within the site.

O. Zero-Balance: Tracing of the security produ@ssential and the site has to ensure that eadtedsv
the client are tracked separately and are accotdimtezhch functional and defective device at every
production step. Devices are tracked until whey tire shipped or destructed as determined by slient

0. Reception-Control: Upon receipt of productsramoming inspection is performed. The inspection
comprises the received amount of products anddirtification and assignment of the product tolateel
internal production process.
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O. Internal Transport: The internal shipment prageds applied to the configuration item. The resmipof
aphysical configuration item is identified by thesagned clients address. The internal shipmengphae
is applied to the configuration site. The packagingart of the defined process and applied asedgnéth
the client. The forwarder supports the tracingaffguration items during the internal shipment.

0. Data Transfer: Sensitive electronic configurattems (data or documents in electronic form) are
protected with cryptographic algorithms (PGP Kegs@nsure confidentiality and integrity. The asatexl
keys must be assigned to individuals to ensureatigtauthorized employees are able to extract the
sensitive electronic configuration item. The keges @xchanged based on secured measures and they are
sufficiently protected.

0. Control Scrap: The site has measures to destensitive configuration items. Rejected or defecti
devices are either destructed by authorized verataase returned to the clients.

5.1 Security Objectives Rationale

The SST includes a Security Objectives Rationata two parts. The first part includes the tracirigjch
shows how the threats and OSP’s are covered bgdberity Objectives. The second part includes a
justification that shows that all threats and O8#eseffectively addressed by the Security Objestive

Note that the assumptions of the SST cannot betosealver any threat or OSP of the site. They aems
as pre-conditions fulfilled either by the site piding the sensitive configuration items or by thte s
receiving the sensitive configuration items. Theref they do not contribute to the security ofdle
under evaluation.

5.1.1 Mapping of the Security Objectives

Threatsand OSP Security Objectives
T. Smart Theft . Physical- Access

. Security-Control

. Alarm Response
. Internal Monitor

. Maintain-Security
Physical-Access

. Security-Control

. Alarm Response
. Internal-Monitor

. Maintain-Security
. Interna-Monitor

. Maintain-Security
Logical Access

. Logical Operation
. Staff Engagement

. Logica-Acces:

. Config Control

. Config-Process

. Acceptance-Test

. Staff Engagement
. Zero Balance

T. Rugced-Theft

T. Compute-Nel

T. Acciden-Chang

ool oJoJoholoRoNoRoNolloNoNoNoNol[oNoNONONO)

Threatsand OSP | Security Objectives

PUBLIC
UTAC (USG1)




UNITED TEST AND ASSEMBLY CENTER PTE LTD

TAC

PUBLIC SITE SECURITY TARGET

Doc. No.: V-UTAC-QP-1806

Rev. No.: 2

Page No.: Page 17 of 36

T. Unauthorizec Steff

. Physical Access

. Security-Control

. Alarm Response

. Internal Monitor

. Maintain-Security
. Logical-Access

. Logical Operation
. Staff Engagement

Config-Control

. Zero Balance

T. Steff Collusion

. Internal Monitor

. Maintain- Security
. Staff Engagement
. Zero Balance

Data-Transfer

. Control-Scrap

T. Attack-Transpor

. Internal-Transpot
. Data-Transfer

P.Confic-Items

. Receptio-Contro
. Config-ltems

P. Confi¢-Contro

. Config-Iterrs
. Config Control
. Logical Access

P. Config proces

Ol000 0000 OOO0OO0OOOOOOOOOO0OO0OO

. Config Prccess

P. Receptio-Contro

O

. Reception-Cortrol

P. Accep-Produc

. Config-Cortrol
. Config-Process
. Acceptance-Test

P. Zer-Balancing

. Internal Monita

. Staff-Engagement
. Zero-Balance

. Control Scrap

P.Proc-Transpor

. Confic-Proces
. Internal-Transport
. Data-Transfer

P. Dat-Transfe

. Data Transft

P. Secure Scr:

OO0 O|OO0O0O|l OOOO|0O0OO0

. Sewrity-Cortrol
. Zero Balance
. Control-Scrap
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6.0 Extended Assurance Components DedimiAST_ECD)

No extended components are curretgfined in this Site Security Target.
7.0 Security Assurance Requirement(AST_REQ)

Clients using this site Security Target requireaaluation against evaluation assurance level EALh&
Security Assurance Requirement (SAR) is often retgakin the Security IC Platform Protection Profile

The Security Assurance Requirements (SAR) are frentlass ALC (LIFE-CYCLE SUPPORT) as
defined:

e CM Capabilities (ALC_CMC.5)

+ CM SCOPE(ALC_CMS.5)

» Delivery (ALC_DEL.1)

» Development Security (ALC_DVS.2)

» Life-Cycle Definition (ALC_LCD.1)

* Tools and Technique (ALC_TAT.3)

7.1 Application Notes and Refinensent

The description of the site certification processudes specific application notes. The main itethat a product
that is considered as intended TOE is not availdbtang the evaluation. Since the terms “TOE” i$ ayoplicable in
the SST the associated process for the handlipgoaiucts (or “intended TOEs") are in the focus dadcribed in
this Site Security Target. These processes aredit the evaluation of the site.

7.1.1 Overview and Refinements regarding CM Cdjtilsi (ALC _CMC)

A production control system is employed to guaratie: traceability and completeness of wafers in
testing and assembly and final test of ICs. Thalver of wafers, dies and/ or packaged products
(e.g. modules) is tracked by this system. Apprdapr@@ministration procedures are implemented for
managing wafers, dice and/ or packaged moduleghwdrie being removed from the production-
process in order to verify and to control pre-dedimuality standards and production parameteis. It
ensured, the wafers, dice or assembled devicesvehfoom the production stage (i) are returned to
the production stage from where they were removdd)are securely stored and destroyed.

According to the processes rather than a TOE atteeifocus of the CMC examination. The
changed content elements are presented below. hie@pplication notes are defined for
ALC_CMC.5.

The configuration control and a defined change @sedor the procedures and descriptions of the
site under evaluation are mandatory. The contmtgss must include all procedures that have an
impact on the evaluated production processes dsaw#he site security measures.

The life cycle described is a complex productiomgeiss which sufficient verification steps to ensure
the specified and expected results are used dtirengontrol of the product. Test procedures,
verification procedures and associated expectedtsanust be under configuration management.
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7.1.2

7.1.3.

7.1.4

The configuration items for the considered prodyet are listed in section 5. The CM
documentation of the site is able to maintain tems listed for the relevant life cycle step arel th
CM system is able to track the configuration items.

A CM system is employed to guarantee the tracaghitid completeness of different production lots.
Appropriate administration procedures are in ptaceaintain the integrity and confidentiality okth
configuration items.

Overview and refinement regarding CM Scaded_ CMS)

The Scope of the configuration management foreacsittification process is limited to the
documentation relevant for the SAR for the claififsdcycle SAR and the configuration items
handles at the site.

In the particular case of a security IC, the saofthe configuration management can include a
number of configuration items. The configuratiamiis already defined in section 6 that are
considered as TOE implementation representatimitide:

» Wafers with Security ICs (untested and tested)

» Dies after wafer level chip scale packaging

« Assembled flipchip devices

e Test programs which may include authentication éatéesting
e Testresults data generated by chip probe andtésal

e Pre-personalization data

»  Client specific instructions that support the ségwf internal shipment to the
client

In addition, process control data, test dathratated procedures and programs are in the
scope of the configuration management.

Overview and refinements regarding Delivergcedures (ALC_DEL)

The CC assurance components of the family ALC_DBliery) refer to the external delivery of

(i) the TOE for parts of it (ii) to the consumeramsumer’s site (Composite TOE Manufacturer),
The CC assurance components ALC_DEL.1 requirespioes and technical measures to maintain
the confidentiality and integrity of the produchd means to detect modifications and prevent any
compromise of the initialization Data and/ or dguofation data may include supplements of the
Security IC Embedded Software.

In the particular case of a security IC more “matexnd information” then the TOE itself (which by
definition includes the necessary guidance) is arghd with clients. Sindbe TOEcan be
externally delivered after different life cycle @es, the Site Security Target must consider the dat
that is exchanged by the sites either as parteoptbduct or separate as input for further producti
steps.

Since the assurance component ALC_DEL.1 is onlyiegdgle to the external delivery to the
consumer, the component cannot be used for intshiinent. Internal shipment is covered by
ALC_DVS. However, the component ALC_DEL.1 is inchathere to support the reuse of the
evaluation results and to enable the justificatibthe evaluator on the classification of the
delivery.

Overview and refinements regarding Develagr8ecurity(ALC_DVS)

The CC assurance components of family ALC_DVS refdi) the development environment”, (ii)
to the “TOE” or “TOE” design and implementationh& component ALC_DVS.2 “Sufficiency of
security measures” requires additional evidencetersuitability of the security measures.
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The TOE Manufacturer must ensure that the developared production of the TOE is secure so that
no information is unintentionally made available fioe operational phase of the TOE. The
confidentiality and integrity of design informatialest data, configuration data and pre-
personalization data must be guaranteed, accesg/tkind of samples (Clients specific samples)
development tools and other material must be otsttito authorized persons only, scrap must

be controlled and destroyed.

Based on these requirements the physical securityedl as the logical security of the site is ia th
focus of the evaluation. Beside the pure implentenaf the security measures also the control
and the maintenance of the security measures reusitfsidered.

If the transfer of configuration items between tsites involved in the production flow is included
in the scope of the evaluation (life-cycle covebgdhe product evaluation), this is considered as
internal shipment. In general, the security requiats for confidentiality and integrity are the
same but it must be clearly distinguished to entheecorrect subject of the evaluation.

7.1.5 Overview and refinements regarding life I€y@efinition (ALC_LCD)

The site does not equal to the entire developmante@nment. Therefore, the ALC_LCD criteria are
interpreted in a way that only those life-cycle gdshave to be evaluated which are in the scope of
the site. The Protection Profile provides a lifeleydescription there specify life-cycle steps ban
assigned to the tasks at site. This may compriseage of life-cycle state if e.g. testing or
initialization is performed at the site or not.

The Protection Profile does not include any refieata for ALC_LCD. The site under evaluation
does not initiate a life cycle change of the inethd OE. The products are assembled and the
functional devices are delivered to the clientse @bfective devices are scrapped or also returned
to the client.

7.1.6 Overview and Refinements regarding Tool BachniquegALC_TAT)

The CC assurance components of family ALC_TAT ré&dethe tools that are used to develop,
analyze and implement the TOE. The component ALC3AT ompliance with implementation
standards, all parts”, requires evidence for tligkility of the tools and technique used for the
development process of the TOE.

Neither source code of the intended TOE is handdeds any task performed at the site that
must be considered accordingly to ALC_TAT. Howevlee, component is included here to
support the reuse of the evaluation results amshédle the justification of the evaluator
regarding ALC_TAT.3.

7.2 Security Assurance Rationale (SAR)

The Security Assurance rationale maps the contentents of the selected assurance components to
the security objectives defined in this Site Segurarget. The refinements described above are
considered.

The site has a process in place to ensure an ajgteoand consistent identification of the produlftthe site already
receives configuration items, the process is bagsdatie assumption that the received configuratems are
appropriately labeled and identified.
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Table 7.2a: Rationale for ALC_CMC.5

SAR

Security Objective

Rationale

ALC_CMC.5.1C: The
CM documentation shall
show that a process is i
place to ensure an
appropriate and consiste
labeling.

O. Config-ltems

nt

Wafer lots come with unique part ID
automatically generated by the system tools. .
Lot number & wafer ID are the data to be
process identified. The process of the data
conducted according to the configuration
information of the product owner. Generate
files are identified by unique file names and
version numbers.

The usage (reported in A-UTAC-MF-090623
and the labeling system described in A-UT4
PC-080101 appears convenient for unique

items identification recording and traceability.

\C-

ALC _CMC.5.2C: The
CM documentation shall
describe the method use
to uniquely identify the
configuration items.

O. Reception-
Control
dO. Config-ltems
0. Config-Control
O. Config-Process

Incoming inspection according ensures product
identification and associated labeling. The
labeling is checked against internal
identification as defined by O.Config-ltems.
0O.Config-Control ensures that each client p
ID is setup and release based on a defined
process. This also includes changes related
customer part ID. Configurations can only b
done by authorized staff. O-Config Process
provides a configured and controlled assem
and test processes.

art

toa

[¢)

bly

ALC_CMC.5.3C: The
CM documentation shall
justify that acceptance

procedures provide for an

O. Config-Process

0O.Config-Process ensures thgtaarihorised
staff can apply changes.
This comprises changes related to

process flows, procedures and items of clients.

adequate and appropriate Teams are defined to assess and release
review of changes to all changes.

configuration items.

SAR Security Objective | Rationale

ALC_CMC.5.4C: The
CM system shall
uniquely identify all
configuration items.

0. Config-Control
O.Reception-
Control
0O.Config-Items

0O.Reception-Control comprises the incomin
labelling and the mapping to internal
identifications.

0O.Config-Items comprises the

internal unique identification of all items tha
belong to a customer part ID.

Each product is setup according to
0O.Config-Control comprising all

necessary items.

ALC_CMC.5.5C:The
CM system shall provide
automated measures su
that only authorised
changes are made to the
configuration items.

0O.Config-Control

O.Config-Process
clo.Logical-Access

O.Logical-Operatio

D

0O.Config-Control assigns the setup includin
processes and items for the production of e
customer part ID.

n O.Config-Process comprises the control of the
production processes.
O.Logical-Access and O.Logical-Operation
support the control by
limiting the access and ensuring the correct
operation for all tasks to authorised staff.

g
ach

ALC_CMC.5.6C: The
CM system shall suppor

O. Config-Process
O. Zero-balance

0O.Config-Process comprises the automated

management of the assembly and test flow
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the production of the
product by automated
means.

O. Acceptance-Tes

t processes. O.Zero-Balance etimire
accountability of all security products during
production. O.Acceptance-Test provides an
automated testing of the functionality and

supports the tracing .

ALC_CMC.5.7C: The
CM system shall ensure
that the person
responsible for accepting
a configuration item into
CM is not the person wh
developed it.

i

o

O.Reception-Contr
O.Acceptance-Test
O.Config-Process

vIDifferent roles are assigned to
different teams. Members of the
teams are responsible to release
different steps of the production and the fina
product according to
O.Reception-Control and O.
Acceptance-Test.
The management of the production
environment and the different steps is
assigned to different teams as described by
0.Config-Process..

|l

SAR

Security Objective

Rationale

ALC_CMC.5.8C: The
CM

system shall identify the
configuration items that
comprise the TSF.

not applicable

Since there is no specific TOE in the main
focus of the site certification, the CM tool is
well defined. System used is UMES.

ALC_CMC.5.9C: The
CM system shall suppor
the audit of all changes
to the

product by automated
means, including the
originator, date, and time
in the audit trail.

0O.Config-Control

The automated production control
covered by O.Config-Control
comprises the logging of all
production steps and thereby
includes the required audit trail
including the originator.

ALC_CMC.5.10C: The
CM system shall provide
an automated means to
identify

all other configuration
items that are affected b
the change of a given
configuration item.

0O.Config-Control
O.Config-Process

0O.Config-Control describes the
management of the configuration

items received from the client and
delivered to the client. According to
0O.Config-Process the CM plans

covers the general dependencies of the
production process

ALC_CMC.5.11C The
CM system shall be ablg
to identify the version of
the implementation
representation from
which the delivered

O.Reception-Contr
0O.Config-Items
0O.Config-Control
O.Config-Process

blO.Reception-Control comprises the control
the incoming configuration items.
0O.Config-Iltems and O.Config-Control cover
the unique labelling and management of the
client

configuration items.

configuration items are 0O.Config-Process ensures that only controlled
generated. changes are applied.
ALC_CMC.5.12C: The | O.Config-Control | According to O.Config-Control the setup of
CM 0O.Config-Process | each customer part ID
documentation shall includes an associated CM plan
include including the release.
a CM plan. 0O.Config-Process ensures the
reliability of the processes and tools based pn

dedicated CM plans.
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SAR

Security Objective

Rationale

ALC_CMC.5.13C:The
CM plan shall describe

how the

CM system is used for

the
development of the
product.

0.Config-Control
0O.Config-Process

0.Config-Control describes the
management of the customer part
IDs at the site.

According to O.Config-Process the
CM plans describe the services
provided by the site.

ALC_CMC.5.14C:The

CM

plan shall describe the

procedures used to
accept

modified or newly
created

configuration items (as

part
of the product).

O.Reception-Control
0O.Config-ltems
0.Config-Control
0O.Config-Process

O.Reception-Control supports the
identification of configuration items.
0.Config-ltems ensures the unique
identification of each product
produces at USG by the

customer part ID.

0.Config-Control ensure a release
for each new or changed customer
part ID.

0O.Config-Process ensures the
automated control of released
products

ALC_CMC.5.15C:The

evidence shall
demonstrate

that all configuration

items

are being maintained

under
the CM system.

O.Reception-Control
0O.Config-Control
0O.Config-Process
0O.Zero-Balance
O.Internal-Transport

The objectives O.Reception-Control,
0O.Config-Control, O.Config-Process
ensure that only released customer pa
IDs are produced.

This is supported by O.Zero-Balance
ensuring the tracing of all security
products O.Internal-Transport include t
packing requirements, the reports,
logs and notifications including the
required evidence.

he

SAR Security Objective Rationale

ALC_CMC.5.16C 0O.Config-Control In this work unit, the processes
The O.Config-Process rather than the TOE are in the
evidence shall O.Acceptance-Test focus. The several procedures in
demonstrate O.Internal-Transport place at USGL1 to support the
that the CM system CM system demonstrate that all
is being the configuration item are being
operated in maintained.

accordance with
the CM

plan.

Table 7.2b: Rationale for ALC_CMS.5

SAR

Security Objective

Rationale

ALC_CMS.5.1C: The configuration list shall
include the following: the TOE itself; the
evaluation evidence required by the SARs; th
parts that comprise the TOE; the
implementation representation; security flaw
and development tools and related informatign.
The CM documentation shall include a CM

Plan.

O. Config-ltems
0. Config-Control
€0. Config-Process

Since the process is the
subject of the evaluation,

configuration list.
O.Config-ltems ensures

list of all items and
processes for this part.
O.Config-Process defines
the configuration cntrol

no products are part of the

unique part IDs including a
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including part IDs
procedures and processes.
In the frame of this site
certification objective, the
TOE here shall be
understood as the
Customer Product (for
which USG1 performs
manufacturing operations),
These are clearly stated in
the provided procedures &
instructions. USG1 has the
capability (demonstrated
through documentation) tg
record & trace the
configuration items part of

the TOE
ALC_CMS.5.2C: The configuration list shall | O. Config-ltems Items, products and
uniquely identify the configuration items. 0. Config-Control | processes are uniquely
0. Config-Process | identified by the database
0. Reception- system according to
Control O.Config-ltems.With the
O. Internal- production flow, the
Shipment unique identification is

supported by automated
tools according to
0O.Config-Control and
0O.Config-Process. The
identification of received
products is defined by O.
reception-Control. The
labeling and preparation
for the transport is defined
by O.Interne-Shipment

ALC_CMS.5.3C: For each configuration item,O. Config-ltems UTAC (USG1) does not
the configuration list shall indicate the involve subcontractors for
developer/subcontractor of the item. the assembly of security

products. According to
0O.Config-ltems, all
configuration items for
secure products are
identified
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Table 7.2C: Rationale for ALC_DVS.2
SAR Security Objective Rationale

ALC _DVS.2.1C: The development
security documentation shall describe al
the physical, procedural, personnel, and
other security measures that are necess
to protect the confidentiality and integrity
of the TOE design and implementation i
its development environment.

Physical-access
Security-Control
Alarm-Response
Logical-Access
Logical-Operation
. Staff-Engagement
. Maintain-Security

0.
0.
0.
AKY.
0.
@]
@)
O. Control-Scrap

The physical protection is
provided by: O.Physical-
access and supported by
O.Security-Control,
O.Alarm-response,
0O.Maintain-Security. The
logical protection of data
and the configuration
management is provided by
O-Logical-Access and
O.Logical-Operation. The
personnel security measure
are provided by O.Staff-
Engagement. Any scrap tha
may support an attacker is
controlled according to
O.Contro-Scrap

n

—

ALC_DVS.2.2C: The development
security documentation shall justify that
the security measures provide the
necessary level of protection to maintain
the confidentiality and integrity of the
TOE.

. Internal-Monitor

. Logical-Operation
. Maintain-Security
. Zero-Balance

. Acceptance-Test

The security measures
described above under
ALC_DVS.2.1C are
commonly regarded as
effective protection if they
are correctly implemented
and enforced The associate
control and continuous
justification is subject of the
objectives. O.Internal-
Monitor, O.Logical-
Operation and O.Maintain-
Security. All devices
including functional and
non-functional are tracked
according to O.Zero-
Balance. O.Acceptance-Tes
supports the integrity contrg
by testing of the finished
products

— —~

SAR

Security Objective

Rationale

ALC_DVS.2.3C: The development
security documentation shall justify that
the security measures provide the
necessary level of protection to maintain
the confidentiality and integrity of the
product during internal shipment.

0. Reception-Control
O. Internal-Shipment
O. Transfer-Data

The reception and incoming
inspection supports the
detection of attacks during
the transport of the secure
products to UTAC (USG1)
according to O.Reception-
Control. The internal
shipment ot the client is
protected by similar
measures according to the
requirements of the client
based on O.Internal-
Shipment. Sensitive data
received by UTAC (USG1)
is encrypted according to
O.Data-Transfer to ensure
access by authorize
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Table 7.2D: Rationale for ALC_LCD.1

recipients only |

SAR Security Objective Rationale
ALC LCD.1.1C: The life- 0. Config-Control The processes used for the
cycle definition documentation 0. Config-Process identification and
shall describe the model used manufacturing are covered
to develop and maintain the 0O.Config-Control and
TOE.. 0O.Config-Process.
ALC_LCD.1.2C: The life- O. Acceptance-Test | The site does not perform
cycle model shall provide for O. Config-Process development tasks. The
the necessary control over the O. Zero-Balance applied test flow process is
development and maintenance controlled according to
of the TOE. 0O.Config-Process, the

finished customer parts are
tested according to
O.Acceptance-Test and all
security products are traceq
according to O.Zero-Balance.

Since this SST references the PP, the life-cycldahosed in this PP includes also the processesde by this site. Therefore
the life-cycle module described in the PP is cozrgd to be applicable for this site.

The performed production steps do not involve sewade, design tools, compilers or other tools tisduliild the security
product (intended TOE). Therefore the site doé¢siee or maintain tools according to the definittdiALC_TAT.2. However,
the component is included here to support the refiee evaluation results and to enable the jostibn of the evaluators
regarding ALC_TAT.2.

8.0 Site Summary Specification (AST_SSS)
8.1 Preconditions required by the Site

The site provides a released Wafer protaekage testing and wLCSP /flipchip assembly floacess. In order to
perform this service, the client must fulfill reqeinents and provide sufficient information to sedng control the
wafer probe / package test and wLCSP/Flipchip abbeflow.

This includes information about the classificatafrihe documents and the product (see A.Prod-Spetodn). Also
included are the test programs with authenticadimta and test vectors for the verification of thent trim code, pre-
personalization data as well as consumer code amdifacturer code (see A. Testdata-Support).

The client must ensure secured transfer of apai@ptesting related data to the site with appadpriabeling ensuring
pairing to the physically handled untested wafeceived by the client. Related testing data meshla state that can
be used by UTAC (USG1) testers directly with nochf® transformation (see A.Testdata_Support). Jewurity
classification of items received must allow the diarg according to the specific roles for this ségiclassification.

For each product the client must provide the datitn for the shipment of the tested wafers / dies or packaged
units. In addition, the client must define the kiag requirements neede to support the confidétytiahd integrity of
the TOE. (see A.Internal-Shipment).

Regarding a destruction rejected dies /waferskgged units (untested or tested), the client muestiéy whether the
scrap material needs to be destroyed by UTAC (USSB19 be sent back to the client (see A.Scramje®ed wafers /
dies /packaged units will be destroyed by UTAC (U$6Gr sent back to the customer upon request.
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Services of the Site

United Test and Assembly Center Pte Ltd (UTAC) eevmart of the life cycle of the client’s securevite related
to the testing of wafer /ICs. In detail, the folimg service and related management procedurgzraveed by the
site:

* Testing of wafers / ICs

» Wafer Level Chip Scale (WLCSP) assembly packaging

* Flip Chip assembly packaging

e IC Packaging

» the storage and configuration management of uritestd tested wafers

» receiving of client data and translation of clisrépec requirements

» the handling of wafer map files, binary files, emegring data

» controlled storage and destruction of scrap watkes /ICs upon request of the client

» the operation of the required IT equipment

* management and maintenance of the security meassinesll as all associated process
descriptions

UTAC (USG1) maintains a certified Quality Managem8ygstem as a basis for all security process,
rules and policies. Each product gets a uniquelpaiThis part ID is linked with the wafers andcedi
with security ICs and processed dies. The site dorduct wafer probe also considering pre-
personalization and wafer level chip scale packadhurthermore, the site provides secure storade an
destruction operations according to the requesietlient, or returns the scrap wafers to thentlie

The processes for assembly, testing and accepaaactup at the site according to the client’s
specifications (E.g. Bonding diagrams, Build Instien, test specification and packaging requiremdht
applicable) as provided by the client. For theasée a samples lot is produced at the site.

The complete product specific production flow irdgg a functional test of each device as part of the
acceptance process. The functional tests are ei¢veloped by UTAC (USG1) based on the test
specifications and electrical parameters/ limitsvited and determined by the client or the testym
provided by the client. The test program are pregtily the client and integrated in the test envirent of
the site. Test program provided by the client nmestledicated for the test tools used at the site.

The site has a standard procedure for packinghifhfied products and preparation of shipment. I€ispe
packaging requirements are provided by the clidgmty are included in the process setup. The cl@nt
alerted if products are ready for transport becalusdransport will be arranged by the client. Basdghe
alert, the client provides the pickup informatiom the forwarder that is used for the verificatidntie
forwarder before the handover of the products.

Defective or rejected products are either retutndtie client or they are destructed accordindgpéodefined
secure destruction process. The client must dedidéng the product setup whether the rejects and
defective devices on the wafer are also returnefitbey shall be destructed by UTAC (USG1).

The site ships the packaged wafers / dies / IGedalestination defined by the client using a kpag
procedure that is defined by the client to ensuseeure handling of the secure wafers / dies /ICs.
Before executing the packing operation, the secsgal will be checked and confirmed

by the system.

8.3 Objectives Rationale

The following rationale provides a justiton that shows that all threats and OSP aretefédy
addressed by the security objestive

PRIVATE
UTAC (USG1)



UNITED TEST AND ASSEMBLY CENTER PTE LTD

Doc. No.: V-UTAC-QP-1806

4
PUBLIC SITE SECURITY TARGET | Rev.No.: 2
TAC Page No.: Page 28 of 36

O. Physical-Access

The plant is surrounded by a fence and controlile8BTV. The access into the site is only possible
via access controlled doors. The enabling of thenakystem and the additional external controls are
managed according to the running operation atiteeThis considers the manpower per shift as well
as the operational needs regarding the receiptialiery of goods. The physical, technical and
organizational security measures ensure a sepauatibe site into four security levels. The access
control ensures that only registered and authoeggons can access sensitive areas. This supported
by O.Security-Control that includes the mainteraoicthe access control and the control of visitors
The physical security measured is supported by @mdResponse providing an alarm system.

Thereby, the threats (T.Smart-Theft, T. Rugged-f)leaih be prevented. The Physical security
measures together with the security measure prowgied. Security—Control enforce the recording of
all actions. Thereby also T.Unauthorized —Stafaddressed.

O. Security-Control

During working hours the security officer will maar the site and surveillance system. During off-
hours, the alarm system is used to monitor the Bite CCTV systems support these measures
because it is always enabled. Further on the sgamntrol is supported by O. Physical Access
requiring different level of access control for #ieress to security product during operation atasgel
during off hours.

This addresses the threats T. Smart-Theft and Rldgpeft. Supported by O. Maintain-Security and
0. Physical- Access also an internal attacker ¢tigghe security measures implemented by O.
Security-Control. Therefore also the Threat T. Uhatized-staff is addressed.

O. Alarm-Response

During working hours the security officer will maaor the alarm system. The alarm system is
connected to a control center that is running 240¥.Physical-Access requires certain time to
overcome the different level of access control. Tdgponse time of the security officer and security
response team (who is on duty) are needed to pardeffective alarm response

This addresses the threats T.SmiaeftTT-Rugged-Theft and T. Unauthorized-Staff.

O. Internal-Monitor

Regular security management meetings are impleméntaonitor security incidences as well as
changes or updates of security relevant systempmanugsses. This comprises also logs and security
events of security relevant systems like firewditus protection and success control. Major changes
of security systems and security procedures atiewed in general management security review
meetings (min. 1 per year). Upon introduction ofeav process, a formal review and release for mass
production is made before being generally introdudédne required security methods and measures
are implemented and maintained. Effectivenesslahahsures is verified regularly through internal
audits which is conducted at least once / years@la@dits, security meetings and the reviews of
results and changes are suitable to check the mguieed security measures. This will address the
T.Smart-Theft, T.Rugged-Theft, T.Computer-Net, Tautnorized-Staff, T.Staff-Collusion and the
OSP P.Zero-Balance.

O. Maintain Security

The security relevant systems enforcing or suppoi®. Physical-Access, O. security- Control and O.
Logical Access are checked regularly by the segofficer. In case of maintenance, it is done by th
suppliers. In addition, the configuration is updbas required by authorized security officer (fo t

PRIVATE
UTAC (USG1)




UNITED TEST AND ASSEMBLY CENTER PTE LTD

Doc. No.: V-UTAC-QP-1806

4
PUBLIC SITE SECURITY TARGET | Rev.No.: 2
TAC Page No.: Page 29 of 36

access control system). Log files are also chefikeéchnical problems and specific maintenance
requests.

This addresses T. Smart-Theft, T.Rugged-Theft,dmguter-Net, T.Unauthorised-staff and T.staff-
Collusion

O.Logical-Access

The internal network is separated from the intewitt a firewall. The internal network is further
separated into sub networks by internal firewdltgese firewalls allow only authorized information
exchange between the internal sub networks. Eaahisipgging into the system with his
personalized user ID and password. Access tothesponding networks is restricted to authorizeisu
working on the related area. The objective is sugal by O.Internal-Monitor based on the

checks of the logging regarding security relevameings.

The individual accounts are addressing T. CompN&r-All configurations are stored in tdatabase
of the ERP system. Supported by O. Config-ltemsatidresses the threats T. Accident-Change and T.
Unauthorized —Staff and the OSP P. Config-Control.

O. Logical-Operation

All logical protection measures are maintained apdated as required, at least once a month. Gritica
items such as virus scanners are updated dailybd@tlaup is sufficiently protected and is only
accessible for the administration.

This addresses the threats T. Computer-Net anchduthiorized-Staff.

O. Config-Control

Procedures arrange for a formal release of corigur documents, specifications and test programs f
the setup of test and/or assembly process flow.ifffbemation is also stored in the configuratiomadese.
The Engineering Change Notice (ECN) and Procédsmn@ge Notice (PCN) procedures are in place to
classify and introduce changes. The proceduresigfines the separation between minor and major
changes and the relevant interactions and rele@teslients if required. Each user has accessigh
limited to the needs of his function, thus, onlihatized changes are possible.

Supported by O. Config-items this addresses theathir. Unauthorized-Staff and the OSP P. Config-
Control, P.Accept-Product

O. Config-Process

The release configuration information includinggwotion and acceptance specifications is
automatically linked to every work order. The tegigram is automatically loaded to the tester
through barcode scanning of the secure lot prdcagsler according to the configuration
information of the work order.

This addresses the threat T.Accident-Change an@## P. Config-process, P. Accept Product and P.
Transport-Prep.

0. Acceptance-test

Acceptance tests are introduced and released bagbeé client approval. The tools, specifications
and procedures for these tests are controlleddyians of O. Config items and O. Config-Control.
Acceptance test results are logged and linkedwor& order in the ERP system.
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This addresses the Threat T.Accident-Change an@8#P. Accept-Product.

0. Staff-Engagement

All employees are interviewed before hiring. Theystnsign and NDA and a code of conduct for the
use of computers before they start to work in th@gany. The formal training and qualification
includes security relevant subjects and the prlasipf handling and storage of security producte T
security objectives O. Physical-Access, O. Logiatess and O. Config-ltems support the
engagement of the staff.

This addresses the threats T. Computer-net, T.Aoti€hange, T. Unauthorized-Staff, T. Staff-
Collusion and the OSP P. Zero Balance.

O. Zero Balance

Products are uniquely identified throughout the hmpyocess. The amount of functional and non-
functional dies on a wafer and for a productioreoiid known. Scrap and rejects are following the
good products thru the whole production procesgvity process step the registration of good and
rejected products is recorded and updated. Thigisgobjective is supported by O. Physical-Access,
0. Config-ltems and O.Staff-Engagement.

This addresses the threats T. Accidental-chandgn@uthorized-Staff, T.Staff-Collusion and the
OSP P. Zero-Balance.

O. Reception-Control

At reception, each configuration item including ety products are identified by the shipping
documents, packaging label and information in gretesn based on shipments alerts from the client
and supported by O. Config-ltems. If a product cdrre identified, it is put on hold in a secured
storage. Inspection at reception is counting thewamof boxes and checking the integrity of segurit
seal of these boxes, if applicable. Thereby ontyezdly identified products are released for
production.

The OSPs P.Config-items and P.Reception-Contradddeessed by the reception control.

O. Internal-Transport

The recipient of a production lot is linked to terk order in the ERP system and can only be
modified by authorized users. Packing procedureslacumented in the product configuration. This
includes specific requirement of the client. Taswrity objective is supported by O. Staff
Engagement and O. Config-ltems.

The Threat T.Attack-Transport and the OSP P. Trantdprep are addressed by the Internal Transport..

O. Data-transfer

The confidential data transfer from / to the sitewrs only in encrypted (using PGP key). The
cryptography keys are stored on a well-protectedeseThe server is located inside the company data
center. The physical security of the data centéaliswing the data center management procedure.

Supported by O.Logical-Access and O.Staff-Engagéntieis addresses the threats T.Staff-Collusion
and T.Attack-Transport as well as the OSP P.Predtatnport and P.Transfer-Data.

O. Control-Scrap
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Scrap is identified and handled in the same wdym@ational devices. They are stored internally in a
secured location. The scrap is either returneddalient using the same packaging requirements as
for functional products or its destructed in a coled and documented way. Transport and actual
destruction of security products is done under sagien of a qualified employee in collaboration
with the destructor.

Sensitive information and information storage mext&collected internally in a safe location and
destructed in s supervised and documented process.

Supported by O. Physical-Access and O. Staff-engagg this addresses the threats T.
Unauthorized-Staff and T-Staff-Collusion and theRO’S Zero balancing.

8.4 Security Assurance Requirements Rationale

The Security Assurance Rationale is given in sacti@. This rationale addresses all content elesnent
and thereby also implicitly all the developer ant@ements defined in Common Criteria for
information Technology Security Evaluation ParS&curity Assurance Components September 2012
Version 3.1 revision 4 CCMB-2012-09-003. Therefitre following Security Assurance rationale
provides the justification for the selected Seguhissurance Requirements rationale provides the
justification for the selected Security Assuranegjiirements. In general the selected Security
Assurance Requirements fulfill the needs derivedhfthe Protection Profile. Because they are
compliant with the Evaluation Assurance Level EARrgmented by ALC_DVS.2) all derived
dependencies are fulfilled.

ALC CMC.5

The chosen assurance level ALC_CMC.5 of the assarkamily “CM capabilities” is suitable to
support the production of high volumes due to tirenflized acceptance process and the automated
support. The identification of all configuratioefhs supports an automated and industrialized
production process. The requirement for authorctexhges support the integrity and confidentiality
required for the products. Therefore these assaraguirements stated will meet the requirememts fo
the configuration management.

ALC_CMS.5

The chosen assurance level ALC_CMS.5 of the assearamily “CM scope” supports the control

of the production and test environment. This ineligroduct related documentation and data as

well as the documentation for the configuration agament and the site security measures. Since
the site certification process focuses on the mseebased on the absence of a concrete TOE, these
security assurance requirements are consideresl saitable.

ALC DVS.2

The chosen assurance level ALC_DVS.2 of the assarfamily “Development security” is required
since a high attack potential is assumed for piatiesitackers. The configuration items and
information handled at the site during productiassembly and testing of the product can be used by
potential attackers for the development of attatkerefore the handling and storage of these items
must be sufficiently protected. Further on the Ecbon Profile requires this protection for sites
involved in the life-cycle of Security ICs developnt and production.

ALC_LCD.1

The chosen assurance level ALC_LCD.1 of the assertamily “Life-cycle definition” is suitable to
support the controlled development and productioegss. This includes the documentation of these
processes and the procedures for the configuratemragement. Because the site provides only a
limited support of the described life-cycle for thevelopment and production of Security ICs, the
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focus is limited to this site. However, the assoearequirements are considered to be suitable to
support the application of the site evaluation itsdor the evaluation of an intended TOE.

ALC DEL.1

The assurance family “Delivery” is not applicabkchuse the products are returned to the client and
this is considered as internal delivery.

ALC TAT.2

The assurance family “Tools and Techniques” isapglicable because the tools used for the
production process do not influence the behavidghefroduct. Therefore they are not
considered under ALC_TAT.

8.5 Assurance Measure Rationale

O. Physical-Access

ALC_DVS.2.1C requires that the developer shall dbsall physical security measures that are
necessary to protect the confidentiality and iritg@f the TOE design and implementation in

its development environment. Thereby this objeatimetributes to meet the Security Assurance
Requirement.

O. Security-Control

ALC_DVS.2.1Crequires that the developer shaltdbs all personnel, procedural and other security
measures that are necessary to protect the catifitiy and integrity of the TOE design and
implementation in its development and productiovi®nment. Thereby this objective contributes to
meet the Security Assurance Requirement.

0. Alarm-Response

ALC_DVS.2.1C: Requires that the developer shaltdbs all personnel, procedural and other
security measures that are necessary to protecbtifelentiality and integrity of the TOE design
and implementation in its development and productiovironment. Thereby this objective
contributes to meet the Security Assurance Req@ném

O. Internal-Monitor

ALC_DVS.2.2C: The development security documentasioall justify that the security measures
provide the necessary level of protection to mairtfae confidentiality and integrity of the TOE.
Thereby this objective contributes to meet the sgcAssurance Requirement.

O. Maintain-Security

ALC_DVS.2.1C: Requires that the developer shaltdbe all personnel, procedural and other
security measures that are necessary to protecotifelentiality and integrity of the TOE design,
implementation and in its development and prodmctiovironment. Thereby this objective
contributes to meet the security Assurance Reqantm
ALC_DVS.2.2C: The development security documentasioall justify that the security measures
provide the necessary level of protection to nzmthe confidentiality and integrity of the TOE.
Thereby this objeetsontributes to meet the Security Assurance Remdint

O.Logical-Access

ALC_DVS.2.1C: Requires that the developer shaltdbs all personnel, procedural and other security
measures that are necessary to protect the cotifitigrand integrity of the TOE design,
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implementation and in its development and prodmatiovironment. Thereby this objective contributes
to meet the Security Assurance Requirement ALC_D\2&.. The development security
documentation shall justify that the security measuyrovide the necessary level of protection to
maintain the confidentiality and integrity of th©E.

ALC_CMC.5.5C: Requires that the CM system providet®mated measures so that only authorized
changes are made to the configuration items. Tlydteb objective contributes to meet the security
Assurance Requirement.

O. logical-Operation

ALC_DVS.2.1C: Requires that the developer shaltdbe all personnel, Procedural and other security
measures that are necessary to protect the cotifitigrand integrity of the TOE design,
implementation and in its development and produmctiovironment. Thereby this objective contributes
to meet the security Assurance Requirement.

ALC_DV.2.2C: The development security documentasiball justify that the security measures
provide the necessary level of protection to mairtfae confidentiality and integrity of the TOE.
Thereby this objective is suitable to meet the 8gcAssurance Requirement.

ALC_CMC.5.5C: Requires that the CM system providigtomated measures so that only authorized
changes are made to the configuration items. Tlyehed objective contributes to meet the Security
Assurance Requirement.

O.Config-Items

ALC_CMC.5.1Crequires a documented process ensarirgppropriate and consistent labelling of the
products. A method used to uniquely identify thaftguration items is required lAL.C_CMC.5.2C.

In addition ALC_CMC.5.3C requires that the CM systemiguely identifies all configuration items.
ALC_CMC.5.14C requires that the CM plan descrilhesgrocedures used to accept modified or
newly

created configuration items as part of the TOE. ddwdiguration list required by ALC_CMS.5.1C
shall include the evaluation evidence for theillaient of the SARs, development tools and related
information. ALC_CMS.5.2C addresses the same remént as ALC_CMC.5.3C. ALC_CMS.5.3C
requires that the developer of each TSF relevamfiguration items is indicated in the configuration
list. The objective meets the set of Security Aasoe Requirements.

O. Config-Control

ALC_CMC.5.2C requires a CM documentation that dessrthe method used to uniquely identify
the configuration items. ALC_CMC.5.4C requires éjue identification of all configuration items
by the CM system. ALC_CMC.5.5C requires that the §Mtem provides automated measures so
that only authorized changes are made to the aamafiipn items. ALC_CMC.5.12C requires a CM
documentation that includes a CM plan. ALC_CMC3&equires that the CM plan describes
how the CM system used for the development (praolinicof the TOE. ALC_CMC.5.14C requires
the description of the procedures used to acceptfidd or newly created configuration items as
part ofthe TOE. ALC_CMC.5.15C requests evidencgeimonstrate that all configuration items are
maintained under the CM system. ALC_CMC.5.16C naxguihat the evidence shall demonstrate
that the CM system is operated in accordance WweahtM plan. The configuration list required by
ALC_CMS.5.1Cshall include the evaluation evidermetiie fulfillment of the SARs, development
tools and related information. ALC_CMS.5.2C addesgbe same requirement as ALC CMC.5.3C.
In addition ALC_LCD.1.1C requires that the life tyydefinition describes the model used to
develop and maintain the products. The objectivetahe set of Security Assurance
Requirements.
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O. Config-Process

ALC_CMC.5.2C requires a CM documentation that dessrthe method used to uniquely identify the
configuration items. The provision of automated suras such that only authorized change srage

to the configuration items as required by ALC_CMCG.BLC_CMC.5.6C requires that the CM
system supports the production by automated médrs. CMC.5.12C requires that the CM
documentation includes a CM plan. ALC_CMC.5.13Quiegs that the CM plan describe how the CM
system is used for the development of the TOE. ACKIC.5.14C requires the description of the
procedures used to accept modified or newly createtiguration items as part of the TOE.
ALC_CMC.5.15C requests evidence to demonstrateathabnfiguration items are being maintained
under the CM system. ALC_CMC.5.16C requires thatehidence shall demonstrate that the CM
system is operated in accordance with the CM fiae. configuration list required by ALC_CMS.5.1C
shall include the evaluation evidence for the ffient of the SARs, development tools and related
information. ALC_CMS.5.2C addresses the same reqmént as ALC_CMC.5.4C. ALC_LCD.1.1C
requires that the life-cycle definition documerdatdescribes the model used to develop and maintain
the products. ALC_LCD.1.2C requires control over tlevelopment and maintenance of the TOE. The
objective meets the set of Security Assurance Remants.

O. Acceptance-Test

The testing of the products is considered as auth@ocedure as required by ALC_CMC.5.6C. the
operation of the CM system in accordance with thMeplan is required by ALC_CMC.5.16C. In
addition ALC_LCD.1.2C requires control over the diepment and maintenance of the TOE.
ALC_DVS.2.2C requires security measures to prdtextonfidentiality and integrity of the TOE
during production. Thereby the objective fulfillig combination of Security Assurance
Requirements.

0. Staff-Engagement

ALC_DVS.2.1C requires the description of persorseglurity measures that are necessary to protect
the confidentiality and integrity of the TOE desigmd implementation in its development environment.
Thereby the objective fulfills this combination®écurity Assurance Requirements.

O. Zero —Balance

ALC_CMC.5.15C requires evidence that all configimaitems are being maintained under the CM
system. ALC DVS.2.2C requires security measuresatteanecessary to protect the confidentiality and
integrity of the TOE. ALC_LCD.1.2C requires contoder the development and maintenance of the
TOE. ALC_LCD.1.2C requires control over the devetemt and maintenance of the TOE. Thereby
this objective is suitable to meet the securityukaace Requirement.

O. Reception — Control

ALC_CMC.5.2C requires a CM documentation that dessrthe method used to uniquely identify the
configuration items. ALC_CMC.5.4C requires a unidpentification of all configuration items by the
CM System. ALC_CMC.5.14C requires the descriptibthe procedures used to accept modified or
newly created configuration items as part of theETALC_CMC.5.15C requests evidence to
demonstrate that all configuration items are benaintained under the CM system. ALC_CMS.5.2C
addresses the same requirement as ALC_CMC.5.4C. BMS.2.2C requires security measures to
protect the confidentiality and integrity of the E@uring the transfer between sites. Thereby this
objective is suitable to meet the Security AssueadRequirement.
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O. Internal-Transport

ALC_DVS.2.2C requires that the developer shall dbsall physical security measures that are
necessary to protect the confidentiality and iritg@f the TOE. ALC_CMC.5.15C requests evidence
to demonstrate that all configuration items aregenaintained under the CM system.
ALC_CMC.5.16C requires that the evidence shall destrate that the CM system is operated with the
CM plan.

O. Data-Transfer

ALC_DVS.2.2C: The development Security documentesioall describe all the Physical, Procedural,
personnel and other security measures that arssegeo protect the confidentiality and integafy

the TOE design and implementation in its developgraemironment. This objective will meet the
security Assurance Requirement.

O. Control-Scrap
ALC_DVS.2.1C requires physical, procedural, pergbnand other security measures that are

implemented to protect the confidentiality and gntey of the TOE design and implementation.
Thereby this objective is suitable to meet the SgcAssurance Requirement.

8.6 Mapping of the Evaluation Documentation
The scope of the evaluation according to the asserelass ALC comprises the processing and
handling of security products and the complete dwmntation of the site provided for the evaluation.
The Specifications and descriptions provided byclrent are not part of the configuration
management at the site.

The mapping between the internal site documentatimhthe Security Assurance Requirements is
only available within the full version of the Stcurity Target.

9.0 Definitions
9.1 Client
UTAC (USG1) operates as a subcontractor of the #ufacturer. The word “client” is used here
instead of customer since the words ‘customer”“andsumer” are reserved in CC.
9.2 Customer wafer map
The wafer map defined and comingrfitbe client.
9.3 Wafer map

The electrical map data generated byedbier after chip probe.
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10.0 List of Abbreviations

CcC - Common Criteria

CM - Configuration Management

EAL - Evaluation Assurance Level

IC - Integrated Circuit

IT - Information Technology

UMS - UTAC Management System

SAP - Name of software used for entsgresource planning

osP - Organization Security Pplic

PP - Protection Profile

SAR - Security Assurance Requirement

SST - Site Security Target

ST - Security Target

TOE - Target of Evaluation

WLCSP - Wafer Level Chip Scale Package
SOl - Stardi®perating Instruction
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